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Because Marines are primarily warfighters, this manual necessarily

enphasi zes those concepts key to operational planning for conflict. It
provides a basis for Marines to understand the rel evance of infornmation
operations and a planning framework for the inplenentation of infornmation
operations.

The | anguage and organi zation of information operation concepts continue to
evol ve and to be debated at the highest |levels. This publication gives
Marines a warfighter’s orientation to infornmation operations and its use to
resolve conflicts now It is first and forenost an i nplenentation guide.

Thi s manual provides an overview of information operation elenents, planning
processes, and tasks for MAGTF infornation operations. It is not intended
exclusively for personnel who work within the field of information
operations.
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CHAPTER 1
FOUNDATIONS OF 1O

Introduction. Marines play a vital role in the defense of our nation’s
national interests. In fulfilling their role Marines act to support our
nation’s strategy through engagenment during peace and by ensuring
victory during conflict. As our nation's force in readi ness Marines

wi || confront many new changes and nust be prepared to provide the
success that our nation expects. This neans that Marines nust use al
their conbat capabilities to the best advantage. These capabilities

i nclude the control and the use of information.

A Changing Wirld. The world is going through dynani c changes that will
change t he operational environnent in which Marine forces will deploy
and fight in the future. These changes have been brought about by many
factors. The rapid advance of technol ogy; the emergence of new
adversaries; and the Marine Corps’ increasing involvement in

humani tari an and peace support nissions are all contributing to a new,
and increasingly conplex, operational environment.

Technol ogy Advance. The rapid advance of technol ogy has been a powerful
force for change. It has brought new capabilities as well as new
chal | enges. Comuni cati on systens have been enhanced through

net wor ki ng. Advances in conputing power have all owed inproved
processing and display of intelligence and battlefield information. In
many ways information has emerged as a critical aspect of command,
control, strategic agility, and operational nmaneuver.

However, the new advantages of expanding information technol ogy are
acconpani ed by new dangers. These dangers exist as new, and critical
vul nerabilities. New systems may be vul nerable to disruption by
conput er viruses, hackers and sinple msuse. Many new gl obal and
garrison comuni cation systens share the sane infrastructure as public
communi cati ons. Al so, nmany countries, and adversaries, have access to
technol ogi es on the gl obal nmarket. The difference between nilitary and
civilian technol ogy is decreasing.

New Adversaries. Marines face a range of traditional and non-
traditional threats. Many countries still have the capability to
threaten U S. interests abroad and can initiate a major conflict that
woul d require a large-scale U S. response. However, many other |esser
threats exi st across the range of operations that fall short of war.
Terrorists, drug cartels, conputer hacker groups, as well as rogue
nati ons, who nmight act independently in their own self-interest, are
some exanpl es. Using new technol ogy and information these threats have
the capability to threaten the U. S. across geographi c borders through
networ ks. They may avoid direct military confrontation and attack
selected vulnerabilities in order to achieve a high payoff for little
cost or for the media exposure it brings.

New M ssions. The U. S. recognizes a wi de range of donestic and gl oba
security and humanitarian responsibilities. Marines may be asked to
provi de hunani tarian assi stance after a disaster, provide peace support
for nations that seek a secure environnment to peacefully devel op
provi de peace enforcenent to separate warring factions and create




conditions for the peaceful resolution of a crisis, and finally to

proj ect conbat power when resolving a crisis requires the use of force.
As a crisis develops, Marines may find thensel ves executing nore than
one mission at a time. They may be asked to provide relief to civilians
whi | e keepi ng belligerents separated, defending U.S. interests, and
enforcing international |aw

Expeditionary Operations. An expedition is a nilitary operation
conducted by an arnmed force to acconplish a specific objective in a
foreign country. The missions of mlitary expeditions vary w dely.
Exanpl es of missions of nilitary expeditions include providing

humani tari an assi stance in tinmes of disaster or disruption;

est abl i shing and keeping the peace in a foreign country; protecting

U S. citizens or commerce abroad; retaliating for an act of aggression
by a foreign political group; thwarting trans-national terrorist and
crimnal threats; and protecting U S. interests by defeating eneny
arnmed forces in comnbat.

Expedi tionary operations occur across the conti nuum of peace, crisis,
and war. And, the defining characteristic of expeditionary operations
is the projection of force into a foreign setting. The 21% century
security environnent will confront the United States with situations of
vast political and military conplexity and geographic di spersion. To
neet these challenges the Marine Corps nust naintain a force with a
full -spectrum of capabilities to deter conflicts, to respond to crisis,
and to fight and wi n agai nst any foe.

IO is inherently suited to expeditionary operations due to its letha
and non-1lethal aspects, its ability to project force or influence, and
its ability to provide a tailored response to a specific nission or
crisis environnent. Finally, 10 operations are scal able. They can

i ncrease or decrease in intensity as required to support energing
circunmstances. Scalability to enable crisis managenment, the ability to
conduct econony of force operations, and the ability to project force
and/ or influence as the situation dictates, all these aspects of 10O
reinforce the Marine Corps’ ability to project and sustain decisive
mlitary power in forward areas.

Fundanent al s.

The followi ng fundanental s are essential to successfully understandi ng
the potential that | O possesses to help the MAGIF achi eve operationa
success.

e MAGIF IO is different. Marines organi ze as MAGIFs. The ability to
i ntegrate conbat power in order to win in conflict is inherent in
Mari ne Corps organi zati on and the expeditionary m ndset of the
i ndi vidual Marine. Marines intuitively understand task-
organi zation. Integration of capabilities is a part of how Marines
fight.

e« MAGIF IO is focused on the objective. Like all operations,
Informati on Operations ultimately exists to help the MAGTF achi eve
its mssion. A thoughtful analysis of the MAGTF mni ssion and a
subsequent strategy-to-task analysis of 1O activities are



essential. No activity exists independent of the conpelling

requi renent for the MAGIF to neets its objective. A carefully
structured IO plan preserves MAGIF resources and may greatly
assi st the MAGIF in synchronizing the activities of a wide variety
of agencies with those of the MAGIF

e The MAGTF conmmander’s intent and concept of operations determ ne
IO targets and objectives. The MAGIF shoul d determine the
vul nerabilities and critical elenents of friendly and eneny
i nformation, infornation-based processes, and information systens.
Those key el ements, the destruction or degradation of which would
support the acconplishnent of the unit mssion, should be targeted
appropriately. MAGTF command and control systens are a substanti al
target for adversary IO Systens critical to the friendly forces
shoul d be protected. Control, coordination, and nanagenent of
i nfl uences such as nedi a, nessages, and personal contact should be
exerci sed to the advantage of the MAGIF

e MAGIF | O nust be synchronized and integrated with those of the
hi gher and adj acent comands. Information Operations will be
conducted in battlespace that has al ready been shaped by
Conmmander s-i n- Chi ef (CINCs) peacetine regional and theater
engagenment activities. During joint operations, the joint force
conmmander (JFC) provides guidance and direction for conducting 10O
to support his mssion, concept of operations, objectives, and
intent. The MAGTF 10O plan, while | everaging and exploiting the 10
capabilities of higher echelons in support of the MAGIF, nust also
support the JFC s 10 objectives to achieve unity of effort and
avoi d underm ning the JFC | O pl an.

« Mny different capabilities and activities nust be integrated to
achieve a coherent 10 strategy. The support of the warfighting
functions of the MAGTF (maneuver, fires, logistics, force
protection, intelligence, and C2), as well as the design and
operation of information systens is critical to the successfu
conduct of 10O

e Intelligence support is critical to the planning, execution, and
assessnment of 1O 10O requires accurate, tinely, and detail ed
intelligence, to include intelligence preparation of the
battl espace (I1PB) products. Intelligence analysis should deternine
the enemy’s potential 10 vulnerabilities and capabilities.

Anal ysis may al so help in defining suitable measures of
ef fecti veness. An early assessnent of key eneny centers of gravity
is essential

The MAGTF should fully integrate the planning and execution of 10O into
its concept of operations in order to maxim ze the effects of its
actions on the eneny. 10 is a conplex endeavor involving many units and
agenci es, both organic and supporting to the MAGIF. To be successful

t he of fensive and defensive aspects of 10 intelligence, and other
information-related activities that provide information on friendly and
eneny forces, and friendly information systenms (to include the friendly
deci si on- naki ng process) nust be integrated. These activities require
detail ed pl anning and coordi nation with a single unifying purpose.



This sol e purpose, the goal of 10O is to support the comander’s intent
and facilitate acconplishnent of the MAGIF mission. 10 attacks (or
protects) information and information systems and degrades the quality
of the adversary’s decision-making. 10 can slow or halt entirely the
flow of information; it can change the accuracy or useability of the
data within the informati on system The decision-nmaki ng process is
dependent upon infornation. Poor infornmation prevents the eneny from
devel opi ng accurate situation awareness and sl ows down his deci sion-
maki ng process

Informati on Qperations. Infornmation Operations (10 includes al

actions taken to affect eneny information and infornmation systens while
defending friendly information and information systenms. 10 is conducted
during all phases of an operation, across the range of military
operations, and at every level of war. In sone environnents 1O
capitalizes on the growi ng sophistication, connectivity, and reliance
on information technol ogy and focuses on the vulnerabilities and
opportunities presented by the increasing dependence of the U S. and
its adversaries on information and information systens.

In other situations, |10 nay nmean enpl oyi ng deci dedly | owtech neans,
such as exploiting cultural factors or |ess sophisticated neans of
conmuni cation, to facilitate civil-mlitary operations (CMO)),
psychol ogi cal operations (PSYOP), or tactical deception. \Watever the
nature of the conflict, 1O targets information or infornmation systens
to affect the infornmation-based decision-nmaking process. 10 may, in
fact, have its greatest inpact as a deterrent in peace and during the
initial stages of crisis. 10 my help deter adversaries frominitiating
actions detrinmental to the U S.. At every echelon of command and al

| evel s of warfare, some formof 10is likely to be a critical tool in
achi eving the objectives of the commmander.

I nformati on Operations Categories.

There are two nutual ly supporting categories of 10 10 conducted during
conflict is referred to as W See figure X

INFORMATION OPERATIONS

OFFENSIVE 10 DEFENSIVE 10

CIVIL AFFAIRS PUBLIC AFFAIRS

Figure X. Information Qperations categori es.

O fensive Informati on Operations. Ofensive 0 involves the integrated
use of assigned and supporting capabilities and activities, nmutually
supported by intelligence, to affect eneny decision-makers and their

i nformati on and i nformati on systens. These capabilities and activities
i nclude, but are not limted to: operations security (OPSEC), mlitary
deception, PSYOP, electronic warfare (EW, physical attack/destruction
and computer network operations (CNO. The human deci si on- maki ng




process is the ultinmate target for offensive 10. Ofensive IO

obj ectives nmust be clearly established. They nmust support overal
national and nilitary objectives and include identifiable indicators of
success. Sel ection and enpl oynent of specific offensive capabilities
agai nst an eneny nust be appropriate to the situation. O fensive |0 may
be the main effort, a supporting effort, or a phase in the MAGIF
operation.

During conflict, when enployed as an integrating strategy, |Wweaves
together related offensive 10 capabilities and activities toward
satisfying a stated objective. Ofensive 10 influences eneny

i nfornmati on by PSYOP, OPSEC, and military deception, and degrades the
flow of information by EWand physical attack and destruction. The

i ntegrated use of these nmethods can di srupt the eneny decision-mnmaking

process. See figure X
OFFENSIVE 10

OPERATIONS MILITARY PSYCHOLOGICAL ELECTRONIC
SECURITY DECEPTION OPERATIONS WARFARE
PHYSICAL COMPUTER NETWORK
ATTACK/DESTRUCTION ATTACK

Figure X. Elenents of O fensive Information Operations.

O fensive 10 Planning. During planning, it is essential that 10

pl anners consider the adversary’'s C2 as a systemthat is nade up of
personnel, equi prment, information, and procedures that work together to
al l ow the adversary conmmander to acconplish his mssion. Al so, a
product of the adversary C2 systemis the adversary’s perceptions,

deci sions, and reactions. Thus, offensive 10O targets adversary C2
systems (e.g. radars, conmunication nodes, information systems) as wel
as the decision-maker and his decision cycle (e.g. the mind of the
enenmy commander, comand nodes, intelligence systens). Ofensive 10is
exerci sed through the overall 10 plan and an effective offensive IO
plan. Its foundation is a clear understanding of the friendly m ssion
and a thorough analysis of the enenmy C2 system (including biases and
deci si on- nmaki ng processes). The anal ysis of enemy’s C2 systemto
determ ne critical and vul nerabl e nodes is called nodal analysis.

Goal s of offensive |10 include:

« Slow the adversary’'s tenpo of operations.
e Disrupt the adversary’s operations and pl ans.

e Disrupt the adversary commander’'s ability to generate conbat
power .

e Degrade the adversary comuander’s decision cycle for executing
m ssion orders and novenent instructions.

Potential results of offensive IO include:

e Slow the adversary’s operational tenpo.



e Disrupt adversary plans. Disrupt the adversary conmander’s
ability to focus combat power.
* Influence the adversary commander’s estimte of the situation

Def ensive Informati on Qperations. Defensive 0 integrates and

coordi nates policies and procedures, operations, personnel, and

technol ogy to protect and defend friendly information and information
systens. Defensive 10 is conducted and assisted through infornmation
assurance, OPSEC, physical security, counter-deception
count er propaganda, counterintelligence (Cl), and EW During operationa
pl anni ng an analysis of friendly information systens and their

vul nerabilities (nodal analysis) is conducted with a risk assessnent in
order to determ ne defensive | O nmeasures and priorities.

DEFENSIVE IO
PHYSICAL SECURITY OPERATIONS COUNTER - COUNTER -
SECURITY PROPAGANDA DECEPTION
INFORMATION ELECTRONIC COUNTER - COMPUTER
ASSURANCE PROTECT INTELLIGENCE NETWORK DEFENSE

Figure X. El enents of Defensive Information Operations.

Defensive 10 ensures tinely, accurate, and relevant information access
whi | e denying the eneny the opportunity to exploit friendly information
and information systens for their own purposes. Since it is a practica
i mpossibility to defend every aspect of the infrastructure and every

i nfornati on process, defensive |10 provides the essential and necessary
protection and defense of infornmation and i nformati on systens upon

whi ch the MAGTF depends to conduct operations and achi eve objectives. A
useful guide is CICSI 6510.01B Defensive IO I nplenentation. Four
interrel ated processes conprise defensive 1O

e Infornmation Environnent Protection. Defining MAGTF needs, risks,
vul nerabilities is the focus of information environment
protection. The protected information environment is a conbination
of information systens and facilities, as well as abstract
processes such as intelligence collection and anal ysis. The MAGTF




shoul d establish a protected i nformati on environnment through

devel opnent of conmon policies, procedures, incorporation of

appropriate technol ogi cal capabilities, and a strong focus on
operati onal support.

e Attack Detection. Determination and identification of eneny
capabilities (such as EWand military deception) and their
potential to affect friendly information and informati on systens,
tinmely detection of such attacks, and i mediate reporting are the
keys to the restoration of degraded system capabilities and
devel opnent of a response to the attack

e Capability Restoration. Capability restoration relies on
est abl i shed procedures and nechanisns for the prioritized
restoration of essential information and information system
functions. Capability restoration may rely on backup or redundant
links, information system conponents, or alternative nmeans of
informati on transfer. Information system design should incorporate
autonated restoration capabilities and other redundancy options. A
post-attack anal ysis should be conducted to determ ne the conmand
vul nerabilities and recomended security inmprovenents.

e Attack Response. 10 attack detection or validation of a potenti al
attack through analysis should trigger the command response.
Timely identification of the attackers and their intent is the
cornerstone of effective and properly focused response, thereby
linking the analytic results of the intelligence process to
appropriate deci sionnakers. The response contributes to defensive
| O by countering future threats and enhanci ng deterrence. Although
attack response can include diplomatic, legal, or econonic
actions, the MAGTF will normally focus on military force. These
options include the range of |ethal and nonl ethal responses that
may elimnate the threat directly or interrupt the nmeans or
systens that the eneny used to conduct the 10 attack

Def ensi ve 1O Pl anni ng. Defensive 10O plans are devel oped to ensure
effective friendly use of the el ectro-nagnetic spectrum while negating
adversary efforts to do the sane. Defensive 10 reduces friendly C2

vul nerabilities to adversary attack by enpl oynent of adequate physical
conmuni cati ons, electronic, and operations security measures.

Addi tional ly, on-going coordination and de-confliction is required to
reduce friendly mutual interference and nmanage the el ectro-nmagnetic
spectrumis support of friendly conmand and control

The basis for defensive 0 planning is the conduct of operations
security surveys, C4 vulnerability analysis, identification of
essential elenents of friendly informati on (EEFIs), and the generation
of the restricted frequency list (RFL).

Goal s of defensive |0 include:

e Reduce the adversary’'s ability to effect friendly C2,
primarily through defensive neasures

* Reduce friendly mutual interference in C2 throughout the
el ectronagneti c spectrum



Potential results of defensive IO include:

e Mninize friendly C2 systemvulnerabilities to adversary C2-
attack through the enpl oynent of adequate physical
el ectronic, information, and operations security neasures.

e Mninize friendly nutual interference on friendly C2 and
uni ntended third parties.

O her Related Activities. Related activities are operations that are
nei t her offensive nor defensive in nature but nust be coordinated with
all other 10 efforts. Such activities include public affairs (PA) and
civil-mlitary operations (CMJ). PA and CMO (supported by civil affairs
units) are pervasive and continuous. MAGIFs nay find PA and civi
mlitary activities on-going within their operational area as part of
an international, national or CINC engagenent or battl espace shaping
initiative. These activities will influence tactical 1Q1Winitiatives.

Intelligence Support.

Intelligence support is critical to the planning, execution, and
assessnment of 1O 10 can be a voracious consuner of intelligence and
may require dedicated intelligence resources and assets.

Many IO intelligence requirements require significant lead-tinme to
devel op coll ection sources, access, and databases. Potenti al
intelligence collection sources should be devel oped as early as
possi bl e. Potential sources include national and theater-Ilevel hunan
intelligence (HUMNT) and SI G NT operations, as well as open source
materials (such as the internet, comercial publications and

radi o/t el evi sion).

IOw Il require devel opnent of extensive intelligence anal ytical
products in order to obtain a detailed know edge of the eneny use of
i nformati on and i nformati on systems. Intelligence analysis to support
both offensive 10 and defensive 1Ow Il require the foll ow ng

i nformation:

e Technical requirenents of a wide array of information systens.

e Eneny C2 systens, to include nodal anal yses, electronic order of
battle, conmunication patterns, operating frequencies, and
el ectronic | PB tenpl ates.

e Eneny doctrine and tactics.

e Political, economc, social, cultural and personal influences on
deci si on- makers.

* An understandi ng of the eneny’s decision-nmaking process.

- Know edge of the biographical background of key eneny deci sion-
makers and their advisors, to include biographical sketches,
career histories, nmotivating factors, and | eadership styles.

« Ceographic and atnospheric influence on eneny and friendly
conmuni cati ons.

« Assessnent of potential eneny capability and intent to attack or
exploit friendly information and information systens.

The role of intelligence is continual. Changes in eneny infornmation
systems and operating patterns rmust be detected, analyzed, and reported



to ensure that 10 continues to attack the correct targets. Assessment
of ongoing 10 activities is a crucial, and extrenely chall engi ng,
responsibility of intelligence. Targets nmust be nonitored to detern ne
the effectiveness of the 10 efforts. To achi eve conplete synthesis, 10
nmust be incorporated into the MAGTF' s Intelligence, BDA, and Targeting
cycles. The inpact of many 10 actions nay be difficult to measure, and
i ndi cators of success or failure nust be carefully crafted i n advance.
Once detected, these indicators should be reported i Mmediately to IO
pl anners so that appropriate action can be taken.

INFORMATION OPERATIONS
« Continuous
* Targets all decision-makers
« Strategic to tactical
INFORMATION WARFARE
« During conflict only
 Targets all decision-makers
« Strategic to tactical
Cc2w
« During conflict only
 Targets military centers of gravity

« Operational to tactical

Figure X. 10 |IW and C2W Rel ati onshi p.

Informati on Operations and the Levels of War.

Al though 10 is conducted at all levels of war, the purpose and target
of 1O my differ at each |evel. The boundari es between these | evels nmay
not be distinct and IO actions at one |evel of war may inpact other

| evel s.

Strategic Level of War. 10 may be included in the spectrum of
activities directed by the National Comrand Authorities to achieve

nati onal objectives by influencing or affecting all elenents
(political, mlitary, econonmic, or informational) of an eneny’s or
potential eneny’'s national power while protecting sinmlar friendly

el ements. There should be a high degree of coordination between the
mlitary, other U S. Governnent departnments and agencies, and allies or
coalition partners to achieve these objectives.

Qperational Level of War. At this level, 10is conducted to achieve or
support canpai gn or grand tactical objectives. The focus of 10 at this
level is to affect enenmy comunications, |support, command and control,
and rel ated capabilities and activities while protecting sinilar
friendly capabilities and activities. Operational |evel |10 may
contribute to achieving strategi c objectives by degradi ng an eneny’s
capability to organi ze, conmand, deploy, and sustain mlitary forces




and capabilities and by allowing Marine forces to obtain and nmaintain
the degree of information superiority required to quickly and
deci sively acconplish its mi ssion.

Tactical Level of War. 1O called IWduring conflict, at this |evel
facilitates achieving specific tactical objectives. The primary focus
of 10is to affect eneny information and i nfornation systenms relating
to C2, intelligence, and other information-based processes directly
relating to the conduct of military operations while protecting simlar
friendly capabilities.

I nformati on Operations and the MAGTF.

The primary focus of MAGIF 1O activities will be at the operational and
tactical levels of war. Ofensive O actions will be oriented agai nst
conmmand and control targets, disrupting or denying an eneny’'s use of

i nfornati on and i nformati on systens to achi eve operational objectives.
The MAGTF may rely nost heavily on EWand physical destruction to
attack targets related to conmand and control, intelligence, and ot her
critical information-based processes directly related to conduct
mlitary operations. Defensive 10 actions will protect and defend the

i nfornmati on and i nformati on systens that the MAGIF depends on to
conduct operations. The MAGIF will frequently rely on national-1evel
agenci es and ot her Service conmponents for certain offensive and
defensive IO related capabilities. Informational activities (Perception
Managenent) will be needed to nmanage nedia attention on the operation,
direct influence on selected adversary groups, and protect MAGIF

i nformati on and i nformati on systens.

Since MAGTFs nmay fight as a part of a larger joint force, their

of fensi ve, defensive, and informational 10 efforts will support and be
coordi nated with the canpaign plans of the CINC, joint force, and

adj acent comands. The Joint Force Commander (JFC) will have standi ng

| O procedures and perhaps a standing 10O plan based on the Cl NC gui dance
for the theater of operations and the nature of the conflict. The joint
force and conponent conmanders in turn will develop their own 10O plans
in support of their respective objectives. These 10 plans will be

| argely at the operational level. The MAGTF will develop its own 10O
plan that will support MAGIF mi ssion requirenents while integrating
into the JFC IO plan; in turn, the major subordinate conmands will need
to devel op supporting 10O plans appropriate for their level of command.

I nformati on Operations and the Marine Corps Conponent.

The Marine Corps conponent is responsible for setting the conditions
and creating the environment for successful joint MAGIF operations. The
Mari ne Corps conmponent commander advi ses the JFC of the 10 capabilities
of his forces, makes reconmendati ons on the proper enploynment of Marine
Corps forces, requests additional 10O support as required, and inforns
the JFC regarding the Mari ne Corps conponent’s IO situation and

pr ogress.

The Marine Corps conponent commander acconplishes the assigned m ssion
by conducting Marine Corps conmponent operations. Wth respect to 10
the Mari ne Corps conponent commander focuses on those activities that
wi || support future operations —the next Marine Corps conponent

m ssion —and coordi nates 10 actions with other conponent conmanders to



achieve unity of effort for the joint force. The IO orientation of the
Mari ne Corps conmponent commander is nornally at the operational |evel
of war while the MAGIF conmander is normally at the tactical |evel.
Naturally, there will be some overl ap.

The

For

1.1,

Mari ne Corps conponent provide | O support to the MAGTF by:

Pl anning access to national, theater, and joint task force
intelligence system architectures and databases in conjunction
with the conponent intelligence staff.

Devel opi ng conponent 10 policy as needed consistent with the JFC s
| O policies.

Ensuring that the capabilities of the Marine Corps are integrated
in the operations plans, contingency plans and future plans of the
ClI NC.

Representing Marine forces in the joint force 10 cell and at joint
boards as required (e.g., for targeting and intelligence
collection) in order to set conditions favorable to the MAGIF s
nm ssi on acconpli shnent.

nore infornmation regarding conponent responsibilities, see MCWP O-
Conponency.



CHAPTER 2
| O OPERATI ONAL PLANNI NG

Thor ough planning is the key to the successful inplenmentation of 10O
MAGTF pl anners must ensure that 10O planning begins at the earliest
stage of operation planning, is nested within the 10 plans of the

hi gher headquarters, and fully integrated into the unit operation plan
The 10 cell and the Marine Corps Planning Process (MCPP) are two

i mportant tools in successful 10O planning.

The Informati on Operations Cell.

The 10 cell is a task-organized group of individuals brought together

wi thin a MAGTF and hi gher headquarters to focus a variety of separate
di sciplines and functions on 10 for the command. A fully functioning IO
cell integrates a broad range of potential 10 actions and rel ated
activities that contribute to acconplishing the m ssion. Ensuring that
IOis an integral part of all operations requires extensive planning
and coordination anong all the elenents of the staff. The 1O cell is

t he mechani sm for achi eving that coordination

During planning, the 10 cell should facilitate the planning efforts
bet ween various staffs, organizations, and parts of the MAGIF staff
responsi ble for planning elenents of 10 During execution, the cel
shoul d be available to assist in coordination, support, or adjustnent
of 10 efforts as necessary. The 10 cell should have the comunications
connectivity, either through the conbat operations center (COC) or
separately, to effectively coordinate changing IO requirements.

The 10 cell is conposed of intelligence personnel, augnentees
supporting 1O activities, and representatives fromstaff el enents and
subj ect matter experts from appropriate warfighting function. The size
and structure of the cell is tailored to neet the mission and the
conmander’s intent. Cells that are too | arge and over-nanned can be as
detrimental to the success of 10 as those that are under-manned.

Responsibilities for 10

The G 3 is responsible for 10 The Future Operations Section is
responsi bl e for overseeing the planning and coordination of the IO
effort.

The MAGTF 1O Officer, within G3 Future Operations, is responsible for
the broad integration and synchronization of 1O efforts. He is
responsible directly to the G3 for MAGTF 1O, He ensures that the 1O
Cell provides input to the Operations Planning Team during planning to
ensure coordi nated operations. The MAGIF |1 O O ficer oversees the core
personnel within the 10 Cell and calls additional 10 Cell neeting as
required to augnentees from external agencies. He ensures that all 10
matters are coordinated within the MAGIF staff, w th higher
headquarters, and w th external agencies.

The Electronic Warfare Officer (EWD) integrates electronic warfare (EW
operations through the EW Coordination Center (EWCC).



The G 2 dissemnates intelligence required to inplement the |0 strategy
to include assessnents on eneny tactics, techniques, equipnent, order
of battle, and the intelligence aspects of EWand deception

The Fire Support Coordinator (FSC), Supporting Arns Coordi nator (SAC
Target Information Oficer (TIO, and Target Intel Oficer together
oversee the formation of the target |list and the engagenent of those
targets.

The G 6 oversees the communications security program supports the
installation and mai nt enance of information systens, assists the EWD in
de-conflicting EWjanm ng operations, and assists in prioritization of
t he defensive information operations effort.

The Signals Intelligence Oficer (SIO oversees attached signals
intelligence (SIGNT) assets, maintains liaison with the Joint
Intelligence Center (JIC), and oversees processing and sanitization of
reports containing special intelligence (SI).

The Marine Corps Planning Process.

The MCPP supports deci si on-naking by the conmander. It is also a
vehi cl e that conveys the conmander’s decisions to his subordi nates.
Since planning is an essential and significant part of conmand and
control, the MCPP recognizes the commander’s central role as the

deci si on-nmaker. It hel ps organize the thought processes of a comuander
and his staff throughout the planning and execution of military
operations. The MCPP focuses on the mssion and the threat. It
capitalizes on the principle of unity of effort and supports the

est abl i shnent and mmi nt enance of tenpo. The MCPP is applicabl e across
the range of mlitary operations and is designed for use at any echel on
of command. The process can be as detailed or as abbreviated as the

situation pernmts.
MISSIOI\IALYSIS

COURSE OFACTION
DEVE MENT
COURSE OFACTION
WAR GAME

COURSE ACTION
COM@SON -
DECISION
Figure 2-1. Marine Corps Planning Process steps.

The MCPP organi zes the planning process into six manageabl e, |ogica
steps (see figure 2-1). It establishes procedures for analyzing a

nm ssi on, devel opi ng and war ganm ng COAs agai nst the threat, conparing
friendly COAs agai nst the conmander’s criteria and each other

sel ecting a COA, and preparing an operation order for execution. It



provi des the commander and his staff a neans to organi ze their planning
activities and transnit the plan to subordi nates and subordinate
conmmands. 10O planning is aligned with the MCPP steps and ensures | O
actions are coordinated with all six warfighting functions and the
operations of higher, adjacent, and subordi nate comuands.

IO planning is conducted within the framework of the Marine Corps
Pl anning Process. It is conducted in alignnent with the tenets of top-
down planning, the single-battle concept, and integrated planning. Top-
down planning and the single-battle concept ensure unity of effort,
while the warfighting functions (conmand and control, maneuver, fires

intelligence, logistic, and force protection) serve as the building
bl ocks of integrated planning.

M ssi on Anal ysis.

M ssion analysis is the first step in the MCPP. The purpose of m ssion
analysis is to review and anal yze orders, guidance, and ot her

i nfornmati on provided by hi gher headquarters and produce a unit m ssion
statenment. M ssion analysis drives the MCPP

The hi gher headquarters order is analyzed to extract |O planning

gui dance such as constraints, restrictions, and planning factors. This
gui dance establishes the boundaries for 10 planning, identifies target
limtations based on policy and rul es of engagenent, and hel ps reduce
the uncertainty associated with IO planning. This process al so ensures
that the MAGTF will nest its IO plan with that of the higher
headquarters.

During mssion analysis, |PB planning supports the comrander as he
devel ops his battl espace area evaluation. Assisted by the intelligence
section, the MAGIF IO cell reviews known facts about the eneny C2
status and the host-nation environnent. |PB products relevant to
further 10 planning are devel oped or requested. Eneny centers of
gravity are determ ned. Potential risks and friendly vulnerabilities
are also identified for defensive 10 actions. Information gaps nmust be
determ ned and requests submitted to resolve the uncertainties
necessary for further planning. Unique 10 factors, such as IO RCE and
assunptions, are identified during mssion analysis. |0 planners
conduct a strategy to task analysis that |inks the MAGTF nmission to
strategi c and operational |O objectives.

An initial concept for IO support can be devel oped during this step
Friendly 10 assets and capabilities, either organic or supporting the
MAGTF as well as additional 10 force structure requirenents, are
identified. Desired results can be determ ned. The |1 O concept of
support must be focused by and in accordance with the conmander’s
initial guidance. A staff estimate for 10is the nost formal form of
this concept of support and shoul d be consi dered.

As nission analysis is conducted, resource or capability shortfalls are
noted. The 10 Cell should identify critical shortfalls and request
support from hi gher headquarters or external agencies.

The 10 cell must participate in the MAGTF' s planning activities and
constantly coordinate its planning efforts with those of the MAGIF
future operations section. Future operations will usually forman ad



hoc organi zati on known as the operational planning team (OPT). The OPT
will be doing its own nmission analysis, and results of each group’s
(OPT and 10 Cell) analysis will be valuable to the other. The friendly
vul nerabilities can be incorporated into force protection planning,
while the eneny critical vulnerabilities determ ned through the OPT' s
center of gravity analysis (COG could include potential 10 targets.
Enmer gi ng thenes and nessages that can influence the battl espace to the
advant age of the MAGIF can become the basis for an overall perception
nmanagement canpai gn.

During mssion analysis, 10 planning results should be incorporated
into the commander’s pl anni ng gui dance, |PB products, comander’s
critical information requirenents (CClRs), COG analysis, and staff
estimat es.

The nost critical element to address during mission analysis is the
integration of 10 into the commander’s vision of shaping actions.
Shapi ng sets conditions for decisive actions. They are activities
conduct ed t hroughout the battl espace to influence an eneny capability,
force, or the eneny conmander’s deci sion. The conmander shapes the
battl espace principally by protecting friendly critical vulnerabilities
and attacking eneny critical vulnerabilities. 10 nust be integral to

t he MAGTF shaping effort.

Course of Action Devel oprent.

During COA devel opnent, the planners use the nission statenent,
conmander’s intent, and commander’s pl anni ng gui dance to devel op the
COA(s). Each prospective COA is examined to ensure that it is suitable
feasi bl e, acceptable, distinguishable, and conplete with respect to the
current and anticipated situation, the mission, and the comander’s

i ntent.

Pl anni ng started during nission analysis will continue in COA

devel opnent. The | PB products devel oped or requested will be reviewed
for applicability with the commander’s planni ng gui dance. As necessary,
| PB products will be nodified and updated. As new information is

recei ved, CCIRs may be revised and additional requirements submtted.
IO cell planning efforts will continue to be closely Iinked with those
of the OPT. To assist the OPT, the 10 cell nay graphically display
friendly 10 assets and eneny C2 |inks and nodes to allow the planners
to see the current and projected capabilities of friendly and eneny
forces. Eneny 10 strengths and vulnerabilities are identified through
detai |l ed nodal analysis for additional exami nation and possible
exploitation. In coordination with the Red Cell and the G2, the IO

cell will develop an assessnent of relative 10 capabilities to provide
the OPT with an understandi ng of the strengths and weaknesses of both
friendly and eneny forces. The 10 cell will conduct an assessnent of

friendly vulnerabilities to enenmy 10 actions. The IO cell will also
continue to refine its analysis of the eneny COGto determ ne the
critical eneny vulnerabilities nost susceptible to 10O The refined COGs
and critical vulnerabilities are used in the devel opment of the initial
COAs.

The 10 cell will closely follow the devel opnent of the OPT COAs to
ensure that the 10O concept of support adequately supports these COAs.
The 10 cell may fornulate an | O concept of support that will identify



those 10 actions to be inplenented regardl ess of the eventual COA that
is adopted. In addition, the 10 cell may create a concept of support
for every COA devel oped by the OPT that addresses the unique |IO support
requi renents of each. Just as every COA will have to neet the OPT' s
criteria for suitability, feasibility, acceptability,

di stinguishability, and conpl eteness, the 10 cell nust ensure that the
| O concept of support can pass simlar review Each IO concept of
support nust address the follow ng:

e \Wiat IO tasks are to be acconpli shed?

e Wio (10O assets) will execute the tasks?
e Wen are the IO tasks to occur?

« \Were are the 10 tasks to occur?

Wiy is each 10 task required?

e« How will the MAGIF enploy the 10 capabilities to acconplish the
tasks, and how is the 10 concept nested wth the higher
headquarters 10 plan? (An initial 10 synchronization matrix can be
devel oped to describe the answers to the above questions. Such a
product will be useful in the follow ng step of the MCPP.)

At the concl usion of COA devel opnent, the 10 cell may have devel oped an
overall 10 concept, an 10O concept of support for each CQOA

recommendati ons for the conmander’s wargam ng gui dance and eval uation
criteria, updated 10 associated |IPB products, input to the COA graphic
and narrative, and an initial staff estimate for 10O with additional
asset requirenents identified as appropriate.

Cour se of Action War Gane.

COA wargam ng may involve a detail ed assessnent of each COA as it
pertains to the enenmy and the battl espace. Each friendly COA is war-
ganed agai nst selected threat COAs. COA wargam ng assists the planners
in identifying strengths and weaknesses, associated risks, and asset
shortfalls for each friendly COA. COA warganming will also identify
branches and potential sequels that nay require additional planning.
Short of actually executing the COA, COA wargani ng provides the npst
reliable basis for understandi ng and i nproving each CQOA

The 10 cell participates fully in the COA war gane. Its objective in
the war gane is to refine and validate both the overall 10O concept of
support as well as the specific IO concepts of support for each COA
The 10 actions are integrated into the COA war gane in an interactive
process to determ ne the inpact on both friendly and eneny
capabilities. The 10 cell should observe and record the advantages and
di sadvant ages of each COA and the capability of 10 to support each. It
shoul d al so identify possible branches and potential sequels in the IO
concept for further planning.

At the conclusion of the COA war gane, the 10O cell reviews its planning
products and refines themto support the next step in the MCPP. These
pl anni ng products can incl ude—

e Updated | PB products.
 Refined staff estimate for 10Q.
* Refined CClRs.



e Task organi zation and asset shortfalls for 10O resources.
* |Oinput to COA synchronization matrix.

Course of Action Conparison and Deci sion

In COA conparison and deci sion, the conmander evaluates all friendly
COAs against his established criteria, then agai nst each other and
selects the COA that he deens will best acconplish the m ssion

As appropriate, the 10 cell nmamy provide additional conparison criteria
directly relevant to IO that may assist the conmander in his decision
The 1O results fromthe COA war game may be briefed as a separate,
supporting concept by the 10O cell, or presented by the OPT as an

el ement of the overall plan. In any event, the 10 cell is responsible
for ensuring that the inpact and anticipated effect of |10 actions upon
the eneny for each COA, and the relative nmerit of each COA froman IO
perspective are provided to the conmander.

O ders Devel oprent .

During orders devel opnent, the staff takes the comander’s COA
deci si on, mssion statenent, commander’s intent, and gui dance, and
devel ops orders to direct the actions of the unit. Orders serve as the
princi pal neans by which the conmander expresses his decision
conmander’s intent, and gui dance.

The 10 cell is responsible for taking the overall 10 concept of support
and the concept of support specific to the COA selected by the
commander and turning theminto appropriate sections of the operation
order. Although the bulk of 1Ow Il be contained in Annex C,
Operations, Appendix 3, 10 can al so be addressed in various ot her
sections of the OPLAN. During orders reconciliation and crosswal k, the
IO cell nay be called upon to review the 10 sections of the orders,
identify gaps in planning or discrepancies, and provide corrective
action. |IPB products to support orders devel opnent are finalized. If
fragmentary orders are issued, then the 1O cell will ensure that
appropriate instructions are given to |10 capable units.

| O operations nmust effectively support combat operations. To achi eve
this, the 10 plan nmust be devel oped early, it nust be fully integrated
into the overall operational plan, and it must be continually updated
in view of changes in the operational situation. IO nust be coordinated
at all levels.

Just as detailed analysis is the basis for effective IO planning,
operational synchronization and tinmng is the basis for effective 10
execution. Thorough OPORD devel opnent is essenti al

Because 10is nmulti-disciplined, it is found in various portions of the
MAGTF Operations Order. [See bel ow and CICSM 3122.03(Joi nt Operationa
Pl anni ng and Execution System Volune 11, Planning Formats and

CGui dance).] The elenments of 10 are included as Tabs to the Appendi x 3
(I'W to the OPORD. However, related areas include intelligence,

conmuni cations, public affairs, and civil affairs. See Annex X of this
publication for sanple OPORD fornmats.



APPENDI X 2 (SI GNALS | NTELLI GENCE) TO ANNEX B (I NTELLI GENCE)
APPENDI X 4 ( TARCETI NG TO ANNEX B (I NTELLI GENCE)

APPENDI X 6 (1 NTELLI GENCE SUPPORT TO C2W TO ANNEX B
(I NTELL| GENCE)

APPENDI X 3 (| NFORVATI ON WARFARE) TO ANNEX C ( OPERATI ONS)
TAB A — M LI TARY DECEPTI ON

TAB B — ELECTRONI C WARFARE

TAB C — OPERATI ONS SECURI TY

TAB D — PSYCHOLOG CAL OPERATI ONS
TAB E — PHYSI CAL DESTRUCTI ON
TAB F — COVPUTER NETWORK ATTACK

TAB G — DEFENSI VE | NFORVATI ON OPERATI ONS

APPENDI X 1 (| NFORMATI ON ASSURANCE) TO ANNEX K ( COMVAND, CONTROL,
AND COVMUNI CATI ON, AND COMPUTER SYSTEMS)

ANNEX F (PUBLI C AFFAI RS)
ANNEX G (CI VIL AFFAI RS)
ANNEX S (SPECI AL TECHNI CAL OPERATI ONS)

ANNEX U (| NFORMATI ON MANAGEMENT)

Transition.

Transition is the orderly handover of a plan or order as it is passed
to those tasked with execution of the operation. It provides those who
will execute the plan or order with the situational awareness and

rati onal e for key deci sions necessary to ensure there is a coherent
shift fromplanning to execution

The 10 cell remains intact during the transition from planning to
execution, and continues to support both current and future operations.
The 10 cell assists in the transition briefings for the renmai nder of
the staff and subordi nate commands to ensure that the 1O portions of
the order are known and wel| understood. If drills are held, then the
IOcell will assist as necessary. Finally, during the confirnmation
brief, the 10 cell will ensure that the 10 capable units address their
tasked 10 actions as part of their overall plan in order to identify
any remai ni ng di screpanci es or gaps in planning.

| O Pl anni ng Mbodel

| O planning falls within the normal planning a MAGTF Staff woul d
performfor any mission. The main function of the MCPP is to devel op
courses of action. 10 planning naturally focuses on the IO course of
action within the overall planning process.

It is helpful to understand specifically how I O pl anni ng may
acconplished. To do this, it is useful to build an IO Pl anning Process
that breaks 10 planning into further steps. The foll owi ng nodel is not
i ntended to dictate planning procedures to MAGIFs, rather, it is an
illustration that allows Mrine planners to begin to operationalize IO



concepts. Also, it is inportant to note that these steps occur within
the MCPP framework. They are sinply a subset of 10 planning procedures
and each supports a MCPP pl anning step

IO called IWduring conflict, is a conbination of both offensive and
defensive capabilities that are integrated and concurrently pl anned.
Effective 10 planning requires a framework that focuses the staff,
ensuring a plan that support’s the comander’s concept of operations by
integrating the elements of 10 into a coherent, synchronized plan. In a
sense, defensive IOis the shield to protect our own systems and
deci si on processes and offensive 10is the sword used agai nst the
adversary. But, our understanding of 1O goes beyond attack and defend.
It includes those actions taken to influence selected groups and

deci sion-nmakers. It is necessary to include the integrative concept of
percepti on nmanagenment. Perception nanagenent conbines truth projection
operations security, cover and deception, and psychol ogi cal operations.
It enconpasses all actions taken to convey (or deny) selected

i nformati on to an audi ence. The broad synchroni zati on of; MAGIF PSYOP
Public Affairs, OPSEC, and deception fall within the concept of
percepti on nmanagenment. Perception nanagenent activities may have

i ncreased rel evance during humanitarian assi stance operations. It may
be a key contributor to battlespace shaping efforts.
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Figure 2-2. 10 Planni ng Process.

An 1O Pl anni ng Process provides a sinmple reference point for matching
the | ogical analysis of C2 centers of gravity and key nodes to the
MCPP. This hel ps keep 10 planning “in step” with other planning
efforts. It allows targets and tasks to be logically derived in a

di sci pli ned manner.

Target and intelligence analysis is essential in 10O planning.
Integration and planning efficiency is achieved by conducting 10O



anal yses simultaneously across functional areas. For exanple, nodal
anal ysis is conducted simultaneously to determ ne key friendly nodes,
key eneny nodes, and key target audi ences. Then, each node (or center
of gravity) is subsequently prioritized (according to conmander’s

gui dance), has specific IO neasures (proposed tasks) placed against it,
and is coordinated within the MAGIF operational schene (reviewed by 10
Cell and OPT). 10 tasks and guidance formthe basis for the 1QIW

rel ated OPORD sections. And, finally, the establishnment of feedback
nmechani sms and BDA cycles permt the on-going eval uati on of operations.

The underlying processes are twofold. First, all 10 elenents are
logically analyzed to arrive at an executable COAs within the framework
of staff planning. And, secondly, 10O feedback nechani snms are put in

pl ace to create a repeatable | oop of action, or sustainable IO process.

C2 Attack Pl anning Steps.

This seven-step process provides a structure that facilitates the
pl anni ng process for C2-attack.

Step 1: ldentify how offensive 10 could support the overall nission and
concept of operations. ldentify available friendly assets and resource
shortfalls. Develop 10 CClRs and PIRs.

Product: | O nission statenent

MCPP Step: M ssion Analysis

Step 2: ldentify potential eneny C2 centers of gravity. Identify eneny
el ectronic order of battle (EOB). ldentify eneny C2 systens whose
degradation will have a significant effect on eneny operations.
Product: Eneny potential C2 target |ist

MCPP St ep: COA Devel opnent

Step 3: Analyze eneny C2 systens for critical and vul nerabl e nodes.
Conduct risk assessment.

Product: C2 high value target |ist (HVTL).

MCPP St ep: COA Devel opnent

Step 4: Prioritize the nodes for destruction.
Product: Prioritized high value target |ist.
MCPP St ep: COA Devel opnent

Step 5: Deternine desired effect and how the 10 el enents will
contribute to the overall objective. Conduct intelligence gain/loss
anal ysi s.

Product: Ofensive |O CONOP. IO related no-strike list. C2-attack
execution matrix.

MCPP St ep: COA Devel opnent

Step 6: Assign assets to each targeted enemy C2 node.
Overall 10 synchronization matrix. Subordinate unit tasks. 1O Appendi x.
MCPP St ep: COA Devel opnent and Orders Devel opnment

Step 7. Deternmine the effectiveness of the operation.
Product: Battle Damage Assessnent (BDA)
MCPP Step: Transition

C2-Protect Pl anning Steps.




This seven-step process provides a structure that facilitates the
pl anni ng process for C2-protect.

Step 1: ldentify how defensive informati on operations coul d support the
overal |l mssion and concept of operations. Identify available friendly
assets and resource shortfalls. Develop IO CClRs and Pl Rs.

Product: | O nission statenent

MCPP Step: M ssion Anal ysis

Step 2: By phase, identify critical friendly C2 systens that support
the m ssion and concept of operations. Identify essential elenents of
friendly information (EEFI). Product: Friendly C2 list. EFFI |ist
MCPP St ep: CQOA devel opment.

Step 3: Deternine eneny intelligence collection capability. Detern ne
eneny capability to conduct C2-attack. Determine effects of friendly
C2-attack on friendly C2 systens (rmutual interference). Analyze
friendly C2 systens for critical and vul nerabl e nodes.

Product: ldentification of friendly critical and vul nerabl e nodes.
Restricted frequency list (RFL).

MCPP St ep: COA Devel opnent

Step 4. Prioritize friendly nodes for protection. Reconmend protective
neasures for nodes.

Product: Prioritized |ist.

MCPP St ep: COA Devel opnent.

Step 5: Finalize C2-protect CONOP
Product: C2-protect CONOP. C2-protect execution matriXx.
MCPP St ep: COA Devel opnent.

Step 6: Assign subordinate unit tasks.

Product: C2-protect concept of operations. |Wappendix. Overall 10
synchroni zation matri Xx.

MCPP St ep: COA Devel opment and Orders Devel opnent.

Step 7: Monitor effectiveness of C2-protect plan.

Product: OPSEC, conmunication security assessnents or information
security assessnents.

MCPP Step: Transition

Per cepti on Managenent.

Step 1: ldentify how IO related activities (e.g. Public Affairs, Cvi
Affairs, PSYOP, Computer Network Operations) could support the overal
m ssion and concept of operations.

Product: 10O m ssion statement.

MCPP Step: M ssion Anal ysis.

Step 2: ldentify target audi ences and analyze for vulnerability to
external influence. Target audiences may include mlitary and civilian
| eader shi p, popul ace, and nedi a.

Product: Target audi ence anal ysis.

MCPP St ep: COA Devel opnent.

Step 3: ldentify thenes, nessages, delivery neans.



Product: 10 thenes matri x.
MCPP St ep: COA Devel opnent.

Step 4: ldentify external agency involvenent in AOR (e.g. NGO PV(s).
Product: List of external agencies.
MCPP St ep: COA Devel opnent.

Step 5: ldentify 10O synchronization requirenents. Link QO IWtasks to
strategi c and operational 10O objectives. It may include external
liaison requirenents, operational phasing requirenents, |ogistic
support requirenents, and go/ no-go or ROE gui dance.

Product: CONOP. Execution matrix.

MCPP St ep: COA Devel opnent and Orders Devel opnent.

Step 6: Overall 10 synchronization matrix. Assign subordinate unit

t asks.

Product: Input to Public Annex F (Public Affairs) or Annex G (Civil
Affairs). Input into Annex S (Special Technical Operations) or Annex B
(I'ntelligence) Appendix 2 (Signals Intelligence). As required.

MCPP Step: O ders Devel oprent.

Step 7: Monitor 10 activities within the AOR
Product: 10 Brief to MAGTF Conmander.
MCPP Step: Transition.

Sust ai ni ng 1 O Operati ons.

APPROVED |0 THEMES

10 FEEDBACK

10 TARGET LIST ‘ AR EN

RE-STRIKE NOMINATIONS
10 SYNCHRONIZATION
MATRIX I0 FRAGO'S

10 GOALSAND OBJECTIVES |‘
<

i

DENY | DISRUPT/DEGRADE | INFLUENCE

10 PLANNING PROCESS

MARINE CORPS PLANNING PROCESS

JOPES CRISISACTION PLANNING

Figure 2-3. 10 Planning and MCPP.

Havi ng conpl eted the MCPP steps and arrived at an executabl e course of
action, the MAGTF 10O Cell will be challenged to nonitor the execution
of the 10 plan and recomrend changes consistent with evol ving



operations. The 10 Planning Process is useful in providing | O support
to the steps of the Marine Corps Planning Process (see figure 2-3). The
| O Pl anni ng Process through of fensive and defensive IO planning can

hel p the MAGTF to devel op the essential building bl ocks of:

e stated 10 goals and objective;

e an 1O synchronization matrix (which links rmutually supporting 10O
actions);

e« an IO target list;

e and, approved nessages and thenes to gui de perception managemnent
activities.

These buil ding bl ocks hel p sustain on-going | O operations. Sustained IO
operations are supported by the MAGIF intelligence cycle, BDA cycle,
targeting cycle, and the MAGIF operations battle rhythm Taken

toget her, these processes allow the MAGIF to gather and anal yze
feedback (intelligence cycle), assess the functional capability (or
destruction) of eneny C2 nodes (BDA cycle), re-strike as necessary to
mai ntai n suppressi on of eneny C2 (targeting cycle), and nodify and

i ssue changes to on-going plans (operations battle rhythm. It is the
IO Cell’s participation in each of these cycles deternines the daily 10
battle rhythm The logical transition fromIlOplan to IO battle rhythm
is illustrated in figure 2-4. The 10 process is now conpl ete.

10
BATTLE

/
BDA CYCLE
\ @

R

10 PLANNING PROCESS

OPS BATTLE

RYTHYM

zxﬁ MCPP >

JOPESCRISISACTION
PLANNING

Figure 2-4. Transition fromplanning to battle rhythm



CHAPTER 3
El enents of 10O

Information Operations. Information Operations (10 includes all
actions taken to affect eneny information and information systens while
defending friendly information and i nformation systens. 10 is conducted
during all phases of an operation, across the range of mlitary
operations, and at every level of war.

Informati on Warfare. Information warfare (IW is the conduct of 10
during a time of crisis or conflict to achieve or pronote specific
obj ectives over a specific adversary. There is no other difference in
scope or nethod between I|Wand | QO

Overview of Information Operation Elenments. 10 is conmposed of a variety
of elements that nust be enployed together in an integrated strategy to
be successful. Some of these el enents appear nore of fensive or
defensive, but it is their integration that ensures successfu

enpl oyment of 10 in support of the MAGTF.

Decepti on

Description. Mlitary deception targets eneny deci sion-nakers by
targeting their intelligence collection, analysis and di sseni nation
systems. Deception requires a thorough know edge of opponents and their
deci si on- maki ng processes. Mlitary deception is focused on achieving a
desired behavior, not sinply to mslead. The purpose is to cause
adversaries to forminaccurate inpressions about friendly force
capabilities or intentions by feeding inaccurate information through
their intelligence collection or information assets. The goal is to
cause the adversary to fail to enploy conbat or support units to their
best advant age.

Mlitary deception operations depend on an integrated effort by al

war fighting functions to create a believable story. Intelligence
operations are key to identify appropriate deception targets, assist in
devel oping a credible story, identify and focus on appropriate targets,
and assess the effectiveness of the mlitary deception plan. Mlitary
deception operations are a powerful tool, but are not w thout cost.
Forces and resources nust be comitted to the deception effort to nake
it believable, possibly to the short-term detrinent of sone other
aspects of the operations. Feasible courses of action (COAs) rejected
during planning can be particularly effective as the basis for mlitary
decepti on operations.

Definition. Mlitary deception is action executed to deliberately

m sl ead adversary nilitary decision nakers as to friendly nmlitary
capabilities, intentions, and operations, thereby causing the adversary
to take specific actions, or inactions, that will contribute to the
acconpl i shment of the friendly mission. The five categories of military
deception are:

Strategic mlitary deception — MIlitary deception planned and
executed by and in support of senior military commanders to
result in adversary military policies and actions that support



the originator’'s strategic nmlitary objectives, policies, and
operations.

Qperational nilitary deception — Mlitary deception planned and
executed by and in support of operational-Ilevel commanders to
result in adversary actions that are favorable to the
originator’s objectives and operations. Operational mlitary
deception is planned and conducted in a theater of war to support
canpai gns and maj or operations.

Tactical nmilitary deception — Mlitary deception planned and
executed by and in support of tactical conmanders to result in
adversary actions that are favorable to the originator’s

obj ectives and operations. Tactical nilitary deception is planned
and conducted to support battles and engagenents.

Service mlitary deception — Mlitary deception planned and
executed by the Services that pertain to Service support to joint
operations. Service nilitary deception is designed to protect and
enhance the conbat capabilities of Service forces and systens.

Mlitary deception in support of operations security (OPSEC) -
Mlitary deception planned and executed by and in support of al
| evel s of command to support the prevention of the inadvertent
conprom se of sensitive or classified activities, capabilities,
or intentions. Deceptive OPSEC neasures are designed to distract
foreign intelligence away from or provide cover for, mlitary
operations and activities.

Types of deception operations. A deception may contain one or nore of

the follow ng types of deception operations: a feint, denobnstration

ruse,

or display.

Feint. Afeint is alinmted objective attack that involves
contact with the eneny. A feint is an attack made at one place in
order to distract the eneny’s attention away fromthe point of
the main attack. Feints may: (1) vary in size fromaraid to a
supporting attack, (2) occur before, during, or after the main
attack, and (3) may be independent of the main effort. Feints may
be enpl oyed to cause the eneny to react in one of three

predi cabl e ways: enploy his reserves inproperly, shift his
supporting fires, and reveal his defensive fires.

Denpnstration. A denobnstration is an attack or show of force on a
front where a decision is not sought, nmade with the ai m of
deceiving the eneny. A denonstration differs forma feint in that
no contact with the eneny is intended.

Ruse. Aruse is a trick of war to place false information in the
enenmy’ s hand. Ruses are generally single, deliberate actions. It
may be necessary to group several ruses together to ensure
credibility of a deception story. Ruses are extrenely susceptible
to detection because of inconsistency and may present the eneny
with a windfall of information that he is inclined to reject.

Display. A display is a sinulation, disguise, or portrayal to
project to the eneny the appearance of objects that do not exist



or appear to be sonething el se. Displays include sinulations,
di sgui ses, decoys, dumm es. They nay include the use of heat,
snmoke, electronic em ssions, false tracks, and fake conmand
post s.

Mlitary deception in offensive 10 The adversary commander is the
target for mlitary deception in support of offensive 10O Some goals of
mlitary deception in offensive 10O include:

e Achi eve surprise.

e Preserve friendly forces, equipnent, and installations from
destructi on.

e Mninize a physical advantage the eneny may have.

e Gain tine.

 Cause the adversary conmander to enpl oy forces, including
intelligence, in ways that are advantageous to the MAGIF

e Cause the adversary to reveal strengths, dispositions, and
future intentions.

e Influence the adversary’'s intelligence collection and
anal ytical capability.

e Condition the adversary to particular patterns of friendly
behavi or that can be exploited at a tinme chosen by the
MAGTF.

e Cause the adversary to waste conbat power with
i nappropriate or del ayed acti ons.

Mlitary deception in defensive 10 MIlitary deception can hel p protect
the MAGTF from adversary offensive 10 efforts. Deception that ni sleads
an adversary about friendly C2 capabilities or linitations contributes
to friendly protection. An adversary comander who is deceived about
friendly C2 capabilities and linmtations may be nore likely to

m sal l ocate resources in his effort to attack or exploit friendly C
syst emns.

Decepti on and OPSEC. Deception and operations security have a lot in
conmmon. Both require the nanagenment of indicators. OPSEC is used to
deny informati on. OPSEC seeks to |imt an adversary’'s ability to detect
or derive useful information from his observations of friendly
activities. Deception is used to feed infornmation. Deception seeks to
create, or increase to likelihood of detection, certain indicators that
the eneny can observe and will cause an adversary to derive an
incorrect conclusion. In short, OPSEC is used to hide the real and
deception is used to show the fake.

The Deception Planning Process. See al so Joint Pub 3-58, Joint Doctrine
for Mlitary Deception

Step 1. Deception M ssion Analysis. Conducted as part of overal
m ssion analysis that is perforned by the MAGTF followi ng receipt of a
new m ssi on.

Step 2. Deception Planning Quidance. After m ssion analysis, the
conmander issues planning guidance to the staff. In addition to other
pl anni ng gui dance the commander states the deception objective for the
operations.



Step 3. Staff Deception Estinate.

e The deception estimate is conducted as part of the operations
estimate.

e Deception COAs are devel oped which: re-state the deception
objective; identify the deception target and desired
perception; and, outline a deception story with potenti al
decepti on neans.

e COA strengths and weaknesses are anal yzed.

Step 4. Commander’s Deception Estimate. The MAGTF Commander sel ects an
operational deception COA for devel opment into an operations plan and
i ssues any additional gui dance.

Step 5. Deception Plan Devel opnent. Devel opi ng the conpl ete deception
plan is the nmost tinme-consuming part of the deception planning process.
There are five major actions in this step:

Conpl ete the deception story.
Identify the deception means.
Devel op the event schedul e.
Identify feedback channels.
Devel op the term nation concept.

gr®ONE

Step 6. Deception Plan review and approval. The comander revi ews and
approves the conpl eted deception plan as part of the nornal operation
pl an revi ew and approval process. Need-to-know criteria remain in
effect and only a linited nunber of personnel will participate in the
deception plan revi ew and approval process.

Speci al Consi derations for Deception Pl anning.

Classification. Due to the sensitive nature of deception operations,
deception planning is restricted to those personnel who have a strict
need-t o- know. Deception operations depend on the know edge and
utilization of eneny intelligence collection systens to deliver a
deception story to an adversary. Conpronise of friendly know edge of
eneny intelligence systems would be harnful and could have far-reaching
strategi c and operational effects.

Uni ntended effects. Third parties (e.g., neutral or friendly forces not
read into the deception) may receive and act on deception information

i ntended for the eneny. Deception planners should mnimze the risk to
ot her parti es.

Decepti on Responsibilities. The G S-3 has primary responsibility for
t he deception function. Nornmally, a Deception officer is appointed and
is responsible to the G S-3 for deception planning and oversi ght.

Deception and the Operations Order.

Tab A to Appendix 3 (IW if Annex C (Operations) of the operations
order is the Deception Tab. This tab inplenents the recommended course
of action for Deception. It will detail the specific Deception tasks to
be performed and will specify coordinating instructions for the contro



and nanagenment of Deception nissions. See Annex x for Deception Tab
format.

El ectronic Warfare
Definitions.

El ectronic warfare (EW. Mlitary action involving the use of

el ectromagnetic and directed energy to control the el ectromagnetic
spectrumor the attack the eneny. There are three divisions within EW
el ectronic warfare support (ES), electronic warfare attack (EA), and
el ectronic warfare protection (EP).

El ectronic Warfare Support (ES). The division of EWinvol ving
actions tasked by, or under direct control of an operationa
conmmander, to search for, intercept, identify and | ocate sources
of intentional and unintentional radiated el ectromagnetic energy
for the purpose of imediate threat recognition. ES provides

i nformati on required for inmedi ate deci sions involving electronic
war fare operations and other tactical actions such as threat

avoi dance, targeting, and honming. ES data can be used to produce
signals intelligence (SIA NT), both conmunications intelligence
(COM NT) and electronic intelligence (ELINT).

El ectronic Attack. That division of EWinvolving the use of

el ectronagnetic or directed energy to attack personnel
facilities, or equipnment with the intent of degrading,
neutralizing, or destroying eneny conbat capability. EA includes
j anmi ng, deception, anti-radiation mssiles, and the enpl oynent
of weapons that use either el ectromagnetic or directed energy as
their prinmary destructive mechanism (i.e. |asers, RF weapons,
particle beans).

El ectronic Janmi ng. The deliberate radiation, re-radiation
or reflection of electromagnetic energy for the purpose of
di srupting eneny use of electronic devices, equipnment or
syst ens.

El ectronic Deception. The deliberate radiation, re-

radi ation, alteration, suppression, absorption, denial
enhancenent, or reflection of electromagnetic energy in a
manner intended to convey nisleading information to an
enenmy or to eneny el ectroni c dependent weapons, thereby
degradi ng or neutralizing the eneny’s conbat capability.
El ectroni c deception includes: manipulative electronic
deception, sinulative electronic deception, and intative
el ectroni c deception

Di rected Energy Wapons (DEW. A system using directed
energy primarily as a direct nmeans to danmage or destroy
eneny equi prent, facilities and personnel

Anti-Radiation Mssiles (ARM. A missile which hones
passively on a radiation source. These nissiles use the
el ectronagnetic em ssions of a target for termna

gui dance.



El ectronic Protection (EP). That division of EWinvolving
actions taken to protect personnel, facilities, and equi pment
fromany effects of friendly of eneny enpl oynment of EWt hat
degrade, neutralize, or destroy friendly conbat capability.

Mari ne Corps EW Organi zati ons. The Marine Corps has two types of EW
units: the Radio Battalion and the Marine Tactical Electronic Warfare
Squadr on ( VNVAQ) .

Radi o Battalion. The m ssion of the Radio Battalion (RadBn) is to
provi de conmuni cations security (COVSBEC) nonitoring, tactical
signals intelligence (SIGANT), EW and special intelligence (SI)
conmuni cati ons support to the MAGIF. There are two Radio
Battalions. 1% RadBn is |ocated at Kaneohe Bay, Hawaii and 2"
RadBn is | ocated at Canp Lej eune, NC.

Marine Tactical Electronic Warfare Squadron (VMAQ . The VMAGQs
provi de EWsupport to the MAGTF and ot her designated forces. The
VMAQ conducts tactical jamming to prevent, delay, or disrupt the
detection and tracki ng of eneny early warning, acquisition, fire
or missile control, counter-battery, and battlefield surveillance
radars. Tactical jamm ng al so deni es or degrades eneny

conmuni cati on capabilities. In addition, the VMAQ conducts

el ectroni c reconnai ssance and ELINT operations. There are four
VMAQs (designated VMAQ 1 through VMAQ 4) assigned to MAG 14, 2d
MAW Cherry Point, NC Each squadron has five EA-6B Prow er
aircraft.

Responsibility for Electronic Warfare. EWis the responsibility of the
G S-3. An electronic warfare officer (EWD is normally appointed who is
responsi bl e for planning, coordinating, and tasking EWoperations and
activities. Ot her responsibilities include:

(1) Coordinate with the G S-2 to establish priorities between
el ectronic warfare and signals intelligence nissions.

(2) Coordinate with the GS-6 to facilitate naxi mum use of the
el ectromagneti c spectrumthrough el ectronic protection and
m nimzing el ectromagnetic interference (EM).

The EWCC. An Electronic Warfare Coordination Cell (EWC) is a dedicated
EW pl anning cell that nmay be established to coordinate EWactivities.

El ectronic Warfare Coordination Cell (EWC). The MAGIF Comander
will normally plan, synchronize, coordinate, and de-conflict EW
operations through the electronic warfare coordi nation cell
(EWCC). The EWCC facilitates coordination of electronic warfare
operations with other fires and comunications and infornmation
systems. This center coordinates efforts by the GS-2, GS- 3, and
G S-6 toelinnate conflicts between these overl apping

battl espace functions. The EWCC i s under staff cognizance of the
G S-3. Assigned personnel identify potential conflicts in planned
operations and work to resol ve these issues. The EWCC i ncl udes an
el ectronic warfare officer, a comunications and infornmation
systens representative, and other liaison officers as needed.

Li ai son could include radio battalion representation, airborne



el ectroni ¢ counterneasures officers, a MACG radar officer, and
ot her-Servi ce representati ves.

The term Electronic Warfare Coordi nation Cell replaces Signals
Intelligence/El ectronic Warfare Coordination Center (S/EWCC) to
coincide with the term nol ogy used by other Services, and to
better reflect the functions of the center. The EMCC is ‘type’
structure upon which to build Marine EWfunctions. It does not
add structure to the existing organization, but rather is used to
coordinate EWactivities of personnel already assigned.

MAGTF staffs will provide personnel to incorporate an EWCC with
the MEF G S-3. Personnel will also be provided for |iaison teans
to hi gher headquarters EW coordi nati on organi zati ons when

requi red, such as the Joint Commander’s El ectronic Warfare Staff
(JCEWS) created by Joint Task Forces (JTFs).

EW and the Operations O der.

Tab B to Appendix 3 (IW if Annex C (Operations) of the operations
order is the EWTab. It will detail the specific EWtasks to be
perfornmed and will specify coordinating instructions for the control
and nanagenent of EW m ssions. See Annex x for EW Tab fornat.

Specific instructions for signals intelligence (SIGANT) is contained in
Appendi x 2 to Annex B (Intelligence). Defensive information warfare
operations (IWD) are contained in Tab Gto Appendix 3 (IW to Annex C
(Operations). Information assurance (l1A) activities are contained in
Appendi x 1 to Annex K (C4 Systens).

Qperations Security

Operations Security. OPSEC is concerned with denying critical

i nformati on about friendly forces to the eneny. Denial of critical

i nformati on about friendly capabilities and limtations may result in
fl awed eneny conmand deci sions. The intent of OPSEC is to force the
enenmy commander to make faulty deci sions based upon insufficient
infornati on and to delay the decision process due to the |ack of

i nformati on. Although primarily associated with defensive 10 OPSEC
contributes to offensive 10 by slowi ng the eneny’s decision cycle and
provi di ng opportunity for easier and quicker attainment of friendly
obj ecti ves.

Definition. Operations security is a process of identifying critical
i nformati on and subsequently analyzing friendly actions attendant to
mlitary operations and other activities to:

e ldentify those actions that can be observed by adversary
intelligence systens.

e Deternmine indicators hostile intelligence systens mght obtain
that could be interpreted or pieced together to derive
critical information in time to be useful to adversaries.



* Select and execute neasures that elimnate or reduce to an
acceptable level the vulnerabilities of friendly actions to
adversary exploitation.

OPSEC and defensive 10 The overall goal of OPSEC is denial and the
establ i shnent of ‘essential secrecy’. The key el enent that OPSEC
protects is the conmander’s concept of operation. A good OPSEC pl an
denies information to the eneny intelligence system reducing his
ability to bring combat power against friendly operations.

The OPSEC Process. OPSEC pl anning is acconplished through the OPSEC
process. The OPSEC process has five distinctive steps that provide a
framework for the systematic process necessary to identify, analyze,
and protect information for essential secrecy. See Joint Pub 3-54,
Qperations Security.

(1) Identification of Critical Information.
(2) Analysis of Threats.

(3) Analysis of Vulnerabilities.

(4) Assessnent of Risk

(5) Application of appropriate OPSEC Measur es.

OPSEC Responsibilities. The G S-3 has primary responsibility for the
OPSEC function. Nornally, an OPSEC officer is appointed and is
responsible to the G S-3 for OPSEC pl anni ng and oversi ght. An OPSEC

Wor ki ng Group may be established to recommend OPSEC neasures,

coordi nate or conduct OPSEC surveys, and wite the OPSEC portion of the
operati ons order

OPSEC Support Agenci es.

Counter-intelligence (Cl) Teans. Cl teamnms performa w de range of
duties such as security briefings, counter-sabotage, counter-espionage,
and counter-surveillance inspections. Cl neasures enhance security; aid
in reducing risks to a comand; and are essential in achieving
operational surprise during mlitary operations. Cl can provide a
significant contribution to a unit’s OPSEC program Cl personnel can
support a command’ s OPSEC program by

(1) Counter-intelligence Surveys

(2) Physical Security Eval uations
(3) Security Inspections

(4) Vacated Command Post | nspections
(5) Penetration Inspections

(6) Security Education

There is a Cl teamallocated to every MEF HQ Al so, see FMFM 3-25
Counterintel ligence.

Force Imagery Interpretation Units (FIlUs). These units can provide a
readout of overhead i magery and explain the signature your unit gives
on the battlefield to adversary inagery systems. This type of product
requi res coordination through the G S-2 and sufficient lead-tine to
obtain. A conprehensive OPSEC plan would ideally incorporate friendly
i magery support to assist in the maintenance and i nprovenent of OPSEC
neasur es.




Naval Criminal Investigative Service (NCIS). The NCI' S operates a
wor | dwi de organi zation to fulfill the investigative and counter-
intelligence responsibilities of the Department of the Navy. Wthin
this charter, the NCI' S has exclusive jurisdiction in matters involving
actual, potential, or suspected espionage, sabotage, and subversion

i ncluding defection. In a conbat environnent, this counter-intelligence
jurisdiction is assigned to Marine Counterintelligence, assuning that
NCI S assets are not locally avail abl e.

OPSEC and the Operations Order.

Tab C (OPSEC) to Appendix 3 (IW of Annex C (Operations) of the
operations order is the OPSEC Tab. This tab inplenents the recomended
course of action for OPSEC. It will detail the specific OPSEC tasks to
be performed and will specify coordinating instructions for the control
and nanagenment of OPSEC m ssions. See Annex x for OPSEC Tab format.

Psychol ogi cal Operations

Description. PSYOP are actions intended to convey selected information
and indicators to foreign audi ences. They are designed to influence
enotions, notives, reasoning, and ultimately, the behavior of the
enemy. At the operational |evel, PSYOP can include the distribution of
leaflets, radio and tel evision broadcasts, and other neans of
transmitting information that provides information intended to

i nfluence a selected group. It nay be used to encourage eneny forces to
defect, desert, flee, or surrender. At the tactical |evel, PSYOP

i nclude face-to-face contact, the use of |oudspeakers and other neans
to deliver PSYOP nessages. The nere presence of Marine forces naybe a
PSYOP activity in itself, bringing influence on a situation through a
di spl ay of purpose. PSYOP may support nilitary deception operations.

Definition. Planned operations to, convey selected infornmation and
indicators to foreign audi ences to influence their enotions, notives,
obj ective reasoning, and ultimately the behavior of foreign

gover nment s, organi zations, groups, and individuals. The purpose of
psychol ogi cal operations is to induce or reinforce foreign attitudes
and behavior favorable to the originator’s objectives.

Applications. PSYOP have strategic, operational, and tactica
applications. See MCWP 3-36.2, Psychol ogi cal Operations.

(1) At the strategic level, PSYOP may take the form of political or
di pl omati ¢ positions, announcenents, or conmuni ques.

(2) At the operational |evel, PSYOP can include the distribution of

| eafl ets, | oudspeaker broadcasts, radi o and tel evision broadcasts, and
other nmeans of transnmitting infornmation that encourage eneny forces to
defect, desert, flee, or surrender. Persistent attacks can anplify
PSYOP effects, accelerating the degradation of norale and further
encour agi ng desertion.

(3) At the tactical level, PSYOP include the use of |oudspeakers and
ot her neans.



(4) PSYOP nay al so shape attitudes and influence behavi or through face-
to-face conmuni cation

PSYOP Prograns. A PSYOP programis an effort to produce a desired
behavior in a target audi ence. A series of prograns forma canpaign to
support the commander’s goals. These goals nmay be political, economc
mlitary, social, ideological, or religious. PSYOP prograns include
action programnms, product programnms, or product and action prograns.

Action Programs. Action prograns are sequential, coordinated
activities that may include mlitary operations for their
psychol ogi cal inpact. Exanples range fromnilitary personne
repainting a | ocal school, to an anphi bi ous readi ness group
floating off a coast in a show of force.

Product Progranms. Product prograns are sequential, coordinated
presentations of visual, audio, and audiovi sual products
conducted for their psychol ogi cal inpact. Exanples include

| eafl ets, newspapers, news clips, and radi o broadcasts. A product
nmust attract the audience’s attention and convey the intended
meani ng. The product nust also |ead the target audience in a
direction that acconplishes our objective.

Product and Action Progranms. Product and action programs are a
conbi nation of the two types to produce a desired behavior in a
target audi ence.

Per cepti on managenent and PSYOP. PSYOP is only one of the neans

avail able to influence eneny attitudes and behaviors. All these related
actions fall into a broad category called percepti on nanagenent. In
vari ous ways, perception managenment conbines public affairs (the
projection of the truth to the adversary and others), operations
security (protecting friendly critical information), cover and
deception (creation of msleading perceptions), and psychol ogi ca
operations.

Organi zation. The Marine Corps has no dedi cated PSYOP units. However,
support may be provided through the U.S. Army’s 4'" Psychol ogi ca
Qperations Goup (4'" POG) .

Enpl oynment. Since the approval authority for PSYOP is maintained by the
supported CINC, ground conmmanders wi |l receive operational and tactica
PSYOP support (leaflets and broadcast operations) across their area of
i nfluence. The theater PSYOP plan includes this operational and
tactical support and renmins highly visible and thoroughly integrated
into the MEF Commander’s tactical plan. PSYOP staff officers at al
levels will be nade fully aware of the theater PSYOP canpai gn plan so
that the MEF Commander retains a full understanding of the concepts
concerning the theater PSYOP effort. However, devel opnent and

coordi nati on of canpai gns and the production of PSYOP products does not
occur at the MEF or MSC |l evels. The PSYOP assets assigned to these

| evel s provide a tactical dissenination capability and have linited
PSYOP product devel opnent assets. These linited assets are designed to
respond to suggested products fromthe naneuver comrander. Upon
receiving a tactical conmmander’s request for a product, the tactica
PSYOP unit’s devel opnental cells develop a product within the
conmander’s intent. They then forward t he suggested product, through



PSYOP t echni cal channels to the senior PSYOP headquarters in the
theater for further devel opnent and approval. Upon approval the product
is produced and forwarded to the user |level for dissemnination.

MAGTF PYSOP actions must conpl enent and support ongoi ng joi nt PSYOP
activities. MEF personnel nmay cone in contact with the target audi ences
far nore frequently than the PSYOP specialists

PSYOP is an integrated non-lethal fire support asset. Planned PSYOP are
general |y conducted by special units attached to or in direct support
(DS) of the MAGTF. The nere presence of U S. Marines in a foreign
country al so has a significant psychol ogical inpact. Qur behavior in
turn may generate either negative or positive support fromthe | ocal
popul ati on. PSYOP will be planned by the MEF G 3 Future Operations and
coordinated with public and civil affairs.

The eneny will nost |ikely enploy PSYOP to influence the |ocal

popul ace, attenpt to weaken the will of U S. forces (political and
mlitary), and attack the U S. and world comunity popul ar support for
the current contingency. MAGIF counteractions will be tailored to limt
the eneny's opportunities to exploit the presence of U S. Mrines, and
their actions, for PSYOP purposes. Detailed know edge of the Host
Nation's culture and individual self-discipline are required.

Responsi bilities. Overall responsibility for the conduct of PSYOP falls
under the cogni zance of the G S-3. A PSYOP Officer is provided for at
the MEF G 3 Future Operations Section. |If not provided for, a PSYOP
of ficer may be appointed to provide control and managenent of the PSYOP
effort and to neet |iaison requirenments.

The MAGTF will not nornally identify, plan, or execute conpl ex PSYOP
(i.e. those requiring thenme devel opnent, intricate target analysis, or
t he use of sophisticated nedia). These missions will be conducted by
specially trai ned PSYOP units. However, the MAGIF Commander is
responsi bl e for providing PSYOP support and conducting tactical PSYOP
(primarily through words and actions) in support of the MAGIF s

ni ssi on.

PSYOP Support Agenci es.

Conti ngency operations that require the activation of a Joint Task
Force nornmally require the formation of a Joint PSYOP Task Force
(JPOTF). When established, the JPOTF is responsible for planning and
supervising the joint PSYOP effort. The JPOTF is subordinate to the
CINC or JTF J-3. Liaison between Marine units serving as the Marine
force conponent of the JTF and the JPOTF is required.

The Arny has the preponderance of PYSOP assets within DOD. There is one
active conponent psychol ogi cal operations group (4" POG Ft Bragg, NC
with a worldwi de capability and three reserve conponent POGs with a
regi onal specific capability. A MAGIF serving as the JTF could result
in 4" POG directly supporting the MAGTF.

The Air Force has the 193" Special Cperations Goup of the Pennsylvania
Nati onal Guard which flies the EC-130E Vol ant Solo. It provides an
ai rborne radio and TV broadcast capability.



PSYOP and truth. To nmaintain credibility the U.S., by official policy,
uses only the truth in its PSYOP. However, only selected infornmation
may be chosen for presentation in various ways, U S. forces should
never lie.

PSYOP and the Operations Oder.

Tab D (PSYOP) of Appendix 3 (IW to Annex C (Operations) of the
operations order is the PSYOP Tab. This tab inplenents the recomended
course of action for Deception. It will detail the specific PSYOP tasks
to be performed and will specify coordinating instructions for the
control and nanagenent of PSYOP m ssions. See Annex x for PSYOP Tab
format.

Physi cal Destruction

Descri ption. Physical destruction nay be defined as the application of
conbat power to destroy or neutralize eneny forces and installations.
It includes direct and indirect fires fromground, sea, and air
platforns. It also includes direct actions by special operations
forces.

Physi cal attack and destruction is the use of “hard kill” weapons

agai nst designated targets as an element of an integrated 10 effort.

Rul es of engagerment (ROE) will play a major role in determining if
destruction is a viable option during a particular phase of the
operation. Target planners may use physical destruction against both

t he conmand and control portions of the eneny’s C2 system However, the
eneny may be able to recover from physical destruction given sufficient
time, resources, and redundancy. Planners must have some pre-pl anned
measure of effectiveness with which to judge the results of physica
destruction, and be prepared to nmonitor the target after the strike to
determ ne status. C2 nodes identified as effectively reconstituted
shoul d be considered for re-attack if analysis determnes that they are
still critical in the overall IO effort. IOintegration with the Battle
Damage Assessnent (BDA) cycle is essential. To preclude reconstruction
physi cal destruction should usually be tinmed for just before the eneny
needs a certain C2 capability.

Physi cal Destruction and | O Physical destruction falls within the
application of traditional weapons targeting. See MCWP 3-16 (Fire
Support Coordi nation). Physical destruction as an integrated part of 10
shoul d not be considered as only the systematic elinination of al

enenmy C2 systens. Total destruction of the hostile C2 system may not be
attai nabl e, desirable, or supportable. Friendly forces may need to use
enenmy C2 systens during the post-conflict phase of mlitary operations.
Careful selection and prioritization of C2 physical destruction targets
buil ds the strongest case when conpeting against other type nissions
for weapons and delivery platforns.

Target Nonination. After the MAGIF Commander provi des gui dance as part
of the planning process, targets are nonminated to support the targeting
objectives and priorities. |10 planners should ensure that physica
destruction targets are included with these target nom nations. Through
t he nonination and review process, |10 planners should ensure that 10
rel ated physical destruction targets are included on the MAGIF Tar get

Li st. Above all, 1O targets nmust be presented as a cohesive,




i ntegrated, and supporting target set that supports an operationa

requi renent. For exanple, when planning SEAD, strikes against C2
systems shoul d be coordinated with strikes agai nst EWsystens and
command authorities. O, if planning to isolate eneny forces, strikes
agai nst C2 systens and nedi a shoul d be coordinated with strikes agai nst
i nes of comunication

Nodal analysis. 10 planners should conduct a nodal analysis of enemy C2
systems prior to nomnating targets. C2 targets are than sel ected based
on the criticality to the eneny and the role they play in linking
hostile C2 systens together in a network. Striking key nodes has
greater effect than striking individual C2 el enents and provides for
economy of force — reducing sorties flown or rounds expended and
reducing friendly exposure to the hostile fire.

Intelligence Gain/Loss Analysis. Sone C2 el enents may be of such
intelligence value that it is best not to destroy the target and
exploit it through signals intelligence or other nmeans. Some eneny C2
systems may provide a unique and irrepl aceable source of intelligence.
This can only be deternined by conducting an intelligence gain/loss
anal ysi s.

No-strike list. Equally inmportant to the target list is the no-strike
list. Reconmendations to this list should include nodes identified
during intelligence gain/loss analysis. Al so, the IO planner should
identify those C2 or nedia elenments within eneny territory that are
hostile to the eneny reginme and friendly to U.S. intentions. Friendly
radi o/ TV broadcast facilities may be placed on a no-strike list.
Finally, the IO planner should consider preserving infrastructure that
will be of value once U S. forces are ashore. A radio station or
newspaper nay be of use later by U S. forces.

Ti mi ng. Physical destruction should be planned to support or coincide
with friendly operational nmaneuver. Physical destruction should be
timed for just before the adversary needs a certain C2 function to
preclude reconstitution. After a strike the enenmy may have only a short
wi ndow of vulnerability before he is able to reform C2 systens or
establish alternate conmuni cation paths.

Destructi on Feedback. Battle Damage Assessnent (BDA) analysis is
essential to determne effectiveness of destruction efforts. For C2
targets, inmagery that provides visual cues to destruction should be
conpared with other intelligence sources, such as signals intelligence,
to determ ne target BDA assessnent. C2 nodes nust be functionally
destroyed. A C2 node nmmy be operational despite cosnetic structura
damage. Anot her key concern is the eneny ability to reconstitute C2
nodes and re-establish effective command and control via alternate
nmeans. Re-strike may be required to maintain suppression of enenmy C2.

Physi cal Destruction and the Operati ons O der.

Tab E (Physical Attack/Destruction) of Appendix 3 (IW to Annex C
(Operations) of the operations order is the Physical Attack/Destruction
Tab. This tab inplenents the recomrended course of action for
destruction. It will detail the specific IO related destruction tasks
to be performed and will specify coordinating instructions for the



control and nanagenent of 1O related destruction mssions if required.
See Annex x for Physical Attack/Destruction Tab fornat.

Conput er Network Operations
Definition.

Conmput er Network Operations (CNO is an encomnpassing function that

i ncludes both the efforts to reduce effective eneny use of information
networks and efforts to protect friendly information systens. Computer
Net work Attack (CNA) are operations to disrupt, deny, degrade, or
destroy information resident in conputers and conputer networks, or the
conput ers and networks thensel ves. The MAGIF will not have an organic
of fensi ve CNA capability other than physical destruction, but it mnust
be both aware of joint capabilities and be prepared to defend agai nst
the hostile CNA threat. Conputer Network Defense (CND) is the use of
def ensi ve neasures to protect and defend infornation, conputers, and
net wor ks from di sruption, denial, degradation, or destruction. The

pl anni ng of Conputer Network Operations is another integrative
function. CNA operations have an OPLAN Tab (Appendix 3, Tab C) of their
own, while CND operations nmay be referenced in the |WAnnex (Tab G
Defensive 10 and Information Assurance Appendi x to the C4 Annex (Annex
K) .

Conputer Network Attack is defined as operations to disrupt, deny,
degrade, or destroy information resident in conputers and conputer
networ ks, or the conputers and networks thensel ves. These objectives
may be acconplished through physical destruction, electronic warfare,
or some conbination of these, and other capabilities, in an integrated
IO effort. CNA targets may be attacked directly with these capabilities
or by indirectly targeting supporting infrastructure. Depending on the
circunstances or neans involved, CNA may fall under the category of
special information operations that require a special review and
approval process.

CNA Pl anni ng Factors. Some CNA pl anning factors include:

(1) Requirements for specific resources to acconplish CNA

(2) The need to identify security neasures necessary to deny OPSEC
indicators to eneny intelligence and /or conputer network defense (CND)
efforts.

(3) Establishing prior coordination and precautions necessary to govern
use of CNA to ensure continued effective operations in support of the
conmander’s obj ectives. This includes establishing rigorous targeting,
legal, and intelligence gain/loss review procedures with appropriate
sections of the Joint staff, theater CINC, supporting organizations,
and hi gher authority.

(4) CNA requires specific and detailed intelligence in order to be
successful ly executed. CNA planners must work with intelligence

pl anners to ensure that Annex B (Intelligence) contains sufficient
gui dance to allow intelligence personnel to adequately support CNA
Coordination with intelligence planners should include a frank
apprai sal of what intelligence can reasonably be expected, given the
time and resources avail abl e.



(5) Anpbunt of lead-tinme available. CNA efforts normally require
substantial lead-tine. This requirenent is driven by (a) the need for
detailed intelligence support; and (b) the need to sonetinmes prepare
and integrate CNA techni ques based on the intelligence support.

(6) ldentification of supported and supporting conmands and agenci es.
Many techni cal aspects of CNA nmay be executed by supporting commands
and agenci es. CNA may have uni que interagency review requirenents.
Clarification of roles and responsibilities of all concerned is a
cruci al aspect of CNA success.

(7) CNA planning will require coordination with appropriate government
agenci es for reconnai ssance and targeting approval through the chain of
command.

Responsi bilities. Wthin the MEF, CNA planning is normally acconpli shed
through the 10 cell inmbedded within G3 Future Operations. It is
coordinated with other offensive 10 activities such as EW PSYOP
mlitary deception, OPSEC, and physical destruction

Conputer Network Attack (CNA) and the Operations O der

Tab F (Conputer Network Attack) of Appendix 3 (IW to Annex C
(Operations) of the operations order is the CNA Tab. This tab

i mpl enents the recommended course of action for destruction. It will
detail the specific IWrelated CNA tasks to be performed and will

speci fy coordinating instructions for the control and managenent of |W
related CNA missions if required. See Annex x for CNA Tab format.

CNA pl ans shoul d:

(1) Identify the desired effect(s) that CNA is to acconplish. The
effect(s) desired may be to disrupt, deny, degrade, or destroy
infornmation or information systens at one or nore physical |ocations.
These effects nay achi eve the operational objectives or they nay
support one or nore of the other 10 elenents. The desired effect drives
such planning elenments as timing, sequencing, means, and priority of
effort.

(2) Identify risks associated with CNA. Ri sks to be di scussed incl ude:
collateral danmmge (to other networks or to other infornmation within the
same network), discovery and /or attribution (in the case of sensitive
i nformati on operations), fratricide (to US or allied/coalition networks
or information), and possible conflict (with CND, Conputer Network
Exploitation (CNE), and other CNA activities). Policy and rul es of
engagenent (ROE) guidance is applicable.

(3) Evaluate the eneny’'s ability to detect, counter, and respond to
CNA. ldentify back-up or contingency actions that are to be taken in
the event of detection or counter-actions. Coordinate such actions with
other 10 capabilities planners and ensure such actions are addressed in
ot her sections of the OPLAN. Coordinate with GS-2, @S 3, GS-6 on

i nformati on assurance neasures and preparations in anticipation of a
possi bl e counter-attack.



(4) ldentify differences in procedural, review, and approval processes
between a CNA effort initiated as part of the offensive 10 effort and
CNA actions taken in response to a detected enemy CNA. Fail safe
procedures must be established when responding to enemy CNA to ensure
that the true origin of the attack had been identified, since this is
essential in determning DOD authority to respond to an attack

(5) ldentify nmeasures of effectiveness. The executing organization is
probably in the best position to neasure the effectiveness of an
attack. The plan nust identify nmeans to verify the target, inpact, and
damage i medi ately. The Intelligence Conmmunity nmay be able to support
t he danage assessnment with indirect neans. How CNA success i s neasured
may al so affect how supporting commands and agenci es plan and execute
CNA. Measures of effectiveness nmust be stated in a way that can be
supported by the given CNA, intelligence, and other supporting
resources. For exanple, neasuring effectiveness as a “percentage of
enemy conputers (or C2, etc) destroyed” may not be realistic if either
the total number (100% cannot be determined or if tinely BDA of
ongoi ng degradati on of capability cannot be obtai ned.

(6) lIdentify special resources required to conduct the CNA effort.

(7) Integrate CNA with other military actions, the destruction plan
and other 10 elenments to achieve synergistic effects.

Def ensive Informati on Qperations

Definition. The integration and coordination of policies and
procedures, operations, personnel, and technology to protect and defend
i nfornmati on and i nformati on systens. Defensive information operations
are conducted through informati on assurance, physical security,
operations security, counter-deception, counter-psychol ogi ca
operations, counterintelligence, electronic warfare, and special

i nformati on operations. Defensive information operations ensure tinely,
accurate, and relevant information access while denying adversaries the
opportunity to exploit friendly information and i nformation systens for
their own purposes. Defensive Information Operations is a broad
functional area that includes Information Assurance, Conputer Security,
and Information Security activities.

The Defensive 10 I nplenentati on Process. Warfighters depend upon
informati on to plan operations, deploy forces, and execute m ssions.
However, increasing dependence on new technol ogi es makes forces nore
vul nerabl e. Defensive information operations ensure the necessary
protection and defense of infornation and informati on systens that
MAGTFs depend upon to conduct operations. Four interrelated processes
conpri se defensive 10 (10-D):

(1) Information environnent protection
(2) Attack detection;

(3) Capability restoration;

(4) Attack Response.

Defensive 1O integrates and coordi nates protection and defense of

i nfornmation, infornation-based process (including hunan deci si on- naki ng
processes), and information systens (including command, control
conmuni cati ons, and conputer (C4l) systens, weapons systens, and



critical information infrastructure systens, etc). The defensive IO
process is an integral part of deterrence and force protection

IODand 10 Mny areas within O can contribute directly and
indirectly to defensive information operations.

I nformati on Assurance. Information Assurance (lA) capabilities help
ensure the availability, integrity, identification and authentication
and confidentiality, and non-repudiation of friendly informtion and
i nfornati on systems while denying adversary access to the sane. | A
capabilities include:

| NFOSEC. I nformation System Security (I NFOSEC) is the protection
of information systens agai nst unauthorized access or

nodi fication of information, whether in storage, processing or
transit, and agai nst denial of service to authorized users.

| NFOSEC i ncl udes neasures necessary to detect, docunent, and
counter such threats. INFOSEC is conposed of the follow ng two
di sci plines:

COWPUSEC. Conputer security (COVMPUSEC) invol ves the
nmeasures and controls that ensure confidentiality,
integrity, and availability of information systems assets
i ncludi ng hardware, software, firmwnare, and infornmation
bei ng processed, stored, and conmuni cat ed.

COVSEC. Communi cations security (COVBEC) includes measures
taken to deny unaut horized persons information derived from
tel econmuni cations and to ensure the authenticity of such
conmuni cati ons. COVSEC i ncl udes cryptosecurity,

transm ssion security (TRANSEC), em ssion security, and
physi cal security of COVBEC nateri al

Security. Personnel security and physical security are exanples
of procedures contributing directly to information protection

Qperations Security (OPSEC). OPSEC is a process that identifies
critical information and subsequently analyzes friendly actions
attendant to nmilitary operations and other activities, and then
i mpl enents procedures to prohibit disclosure of critica
informati on to the eneny.

Counterintelligence (Cl). Cl activities integrate and coordinate
protection and defense of information and information systems. Cl
support to defensive 10 includes collection focused on

i ndi cations and warnings and the identification of threats to

i nfornati on and i nformati on systens; investigations of conputer-
based crimes; and anal ysis of production support to policy,

pl ans, operations, acquisition, and force protection

El ectronic Warfare (EW. Defensive EW procedures known as

el ectronic protection (EP), including comrunications security
(COVSEC) procedures, changing callsigns/words and frequenci es,
ant enna and conmuni cations site positioning, are exanples of
procedures and disciplines directly contributing to infornmation
and information system protection. Qhers include COVPUSEC,
OPSEC, and personnel infornmation access controls.



Educati on, Training, and Awareness. A key conponent for success
in information protection is education and training of

i nformati on and i nformati on system users, adm nistrators,
mangers, engi neers, designers, and requirenents devel opers.

Awar eness hei ghtens threat appreciation and the inportance of
adhering to protective neasures. Education provides the concepts
and knowl edge to devel op appropriate technol ogi es, policies,
procedures, and operations to protect systems. Training devel ops
the skills and abilities to nmitigate systemvul nerabilities, and
i mpl enent and nmi ntain protected systens.

Ri sk managenent. Ri sk managenent decisions deternmine limts for
appl yi ng count ermreasures. Ri sk managenent incl udes consideration
of information needs, the value of the information at risk
system vul nerabilities, threats posed by adversaries and natura
phenonena, and resources avail able for protection and defense.
Procedures and actions to mnimnmze | oss or degradation of

i nformati on, once di scovered, are also an inmportant part of risk
managenent .

Intelligence. Intelligence provides an understandi ng of the
threat to information and information systens by identifying
potential information adversaries, their intent, and their known
and assessed capabilities.

Public Affairs and Conmand | nformati on. These prograns contribute
to information protection by dissem nating factual information.
Factual information dissemnination counters adversary deception
and psychol ogi cal operations.

Vul nerability Analysis and Assistance. A program conducted by
friendly forces to identify vulnerabilities in information
systems and to provide an assessnent of their effects on

i nfornmati on access and availability. The Defense Infornmation
Systens Agency (DI SA) operates a program known as the

Vul nerability Analysis and Assistance Program (VAAP) specifically
focusing on automated information systenms vulnerability. The

Nati onal Security Agency (NSA) has a COVBEC monitoring program
that focuses on tel econmuni cati on systens using wire and

el ectroni ¢ communi cati ons.

Responsibilities. Overall responsibility for the conduct of Defensive
Informati on Operations falls under the cogni zance of the G S-6.
However, coordination with the GS-3, MAGTF EMO, and 10 Cell (if
establ i shed) is required.

Support Agenci es.

Headquarters Marine Corps.

I nformati on Assurance (I A) Branch (HQWMC/ C4/ CP/ 1 A).

I nformati on Assurance (I A) Training & Certification. HQV/ C4/CP/ 1A
oversees the Marine Corps |A certification program This programis
based on the Conputer Security Act of 1987 (Public Law 100-235) which
requi res "Each Federal agency shall provide for the nandatory periodic




training in conputer security awareness and accepted conputer security
practice of all enployees who are involved with the nanagenent, use, or
operation of each Federal conputer systemw thin or under the

supervi sion of that agency."

Al'l Marines, Marine Corps Civilian Enpl oyees, and contractor personnel
who perform Marine Corps duties as System Admi nistrators will be
certified as a Level 1, 2 or 3 System Administrator. Once all

requi renents have been net by the System Administrator for
certification at a specific level a "System Adninistrator Information
Assurance Certificate" can be downl oaded fromthe HQW/ C4/ CP/ | A web
site. The downl oaded certificate nust be signed by the System

Admi ni strator's Commanding Officer and G 6, (WISMD, or |ISSO  Upon
signing, the certificate can be delivered by the System Adm ni strator
to Marine Corps Manpower to be permanently recorded into the System
Admi nistrator's personnel record. Viewed froma macro-|evel, Manpower
will use the certificate to better understand the Marine Corps'
security preparedness. Viewed froma nicro personal |evel, Manpower
will use the certificate for review by selection boards and for
tracking a System Adnministrator's technical proficiency and

pr of essi onal grow h.

The Marine Corps Information Technol ogy and Network Operations Center
(MTNCC) . Located in Quantico, VA, the M TNOC provides continuous,
secure, global conmmunications; and operational sustai nnent and defense
of the Marine Corps Enterprise Network (MCEN) for Marine Forces Wrl d-
wide to facilitate the exchange of information across the Defense
Information Infrastructure (D).

The M TNOC exists to supply customer support to the Marine Corps
Enterprise Network and maintains a 24 hour, 365 day a year hel pdesk

Marine fFustoners]to place trouble tickets.

If a System|ls Conpronised: Reporting a virus hit OR a threatening
attenpt to access your systemis crucial. Wen the hit or attenpt
occurs contact your local |Information/ Conputer System Security O ficer
(1SS CSSO) to obtain inmedi ate assistance. Be sure that you initiate
your initial report according to your |ocal/regional base or station's
gui dance. At mininmum contact the M TNOC Hel pdesk to report the

i nci dent .

The attenpt on a Marine systemcould be part of a larger, overall
attenpt to disrupt or exploit Marine information systens, and this can
only be discovered and defended against if ALL attenpts are reported.

Joi nt Task Force on Conputer Network Defense (JTF-CND). Serves as the
focal point with the Departnent of Defense to organize a united effort
to defend computer networks and systens. Monitors incidents and
potential threats to DOD systens; also establishes links to other
federal agencies through the National Infrastructure Protection Center
(NPIC). When attacks are detected, JTF-CND i s responsi ble for DOD-w de
recovery operations to stop or contain damage and restore network
functions to DOD operations. JTF-CND is co-located with, and supported
by, the Defense Information Systens Agency (Dl SA) to take advantage of
t he existing operational conputer network capabilities of DI SA's d obal
Operations and Security Center.



http://www.noc.usmc.mil/secure/regional.htm

The Marine conmponent to the JTF-CND is the Mari ne Forces Conputer

Net wor k Def ense (MARFOR-CND), which is collocated with the M TNOC at
Quantico, VA. The MARFOR-CND i s responsible for the defense of the
Marine Corps Enterprise Network (MCEN) and ot her USMC comput er networks
connected to the Defense Information Infrastructure (DIl) from
strategi c Conputer Network Attacks (CNA) and ot her CND mi ssions as
directed by the JTF-CND. The MARFOR-CND i s responsi ble for the
collection of data on CNA agai nst the MCEN and ot her USMC comput er
networ ks, formnul ating courses of action (COA) to thwart CNAs,

coordi nating and directing USMC actions for defense, and prioritizing
recovery actions.

Conput er Energency Response Team (CERT). The Service CERT for the
Marine Corps is Marine Corps Intrusion Detection and Anal ysis Section
(M DAS), which is an elenment of the M TNOC | ocated in Quantico, VA The
M DAS section provides real -tinme, 24 hour, observation of the MCEN for
networ k and host based intrusion incidents based upon a specified
criteria. Valid incidents are anal yzed from strategi c and operationa
perspectives for inpact upon the MCEN. This data is al so warehoused to
provi de MARFOR-CND with usable information to performinci dent
profiling, trend analysis, and predictive analysis. The M DAS section
provi des gui dance and support to Marine Corps organi zati ons

vul nerability testing, and nalicious code incident response teans.

Regi onal Conput er Energency Response Teans (RCERT). DI SA RCERTs are
functionally and organi zationally enbedded within five DI SA Regi ona

Net wor k Operations and Security Centers (RNOSCs) to provide a

conpr ehensi ve picture of status of network assets, along wth near-

real -tine data on network anomalies and intrusive behavior. RCERTs
provi de CND support to CINCs, Services, Agencies and Local Control
Centers. RCERTs are responsible for intrusion detection, nonitoring,

vul nerability analysis, and conputer security incident handling and
reporting within its Area of Responsibility (AOR). Each RCERT is the
responsi bl e agent for the resolution of computer security events and
incidents within its AOCR The RCERTs are staffed with conmputer security
engi neers and provi de tel ephonic, on-line, and on-site support fulltine
to resol ve computer security problens.

DI SA VAAP. The Defense Information Systenms Agency (DI SA) operates a
program known as the Vulnerability Anal ysis and Assi stance Program

(VAAP) specifically focusing on automated infornation systens

vul nerability. Upon custoner request, the VAAP collects, identifies,
anal yzes, assesses and resol ves | NFOSEC vul nerabilities.

Nati onal Security Agency (NSA). The National Security Agency (NSA) has
a COVBEC nonitoring programthat focuses on tel ecommunication systens
using wire and el ectronic conmuni cati ons.

| NFOSEC Pr ogram Managenent Office (IPMD. The IPMOis a joint Defense

I nformati on Systens Agency (DI SA) and National Security Agency (NSA)
organi zation charged with the execution of the Defense Information
Security Program The prinmary responsibility of the joint program
office is to assure the effective and coherent application to the
overal|l Defense Information System and its individual conponent parts,
e.g., the Defense Informati on System Network (DI SN), the Defense
Integrated Secure Network (DI SNET), the Defense Data Network (DDN), the




Def ense Message System (DMS), the Interoperable Tactical/Strategic Data
Network (1 TSDN), and the Defense Data Centers.

Def ensive Information Qperations (1O D) and the Operations Order.

Tab G (Defensive Infornati on Operations) of Appendix 3 (10 to Annex C
(Operations) of the operations order is the 10D Tab. This tab

i mpl enents the recommended course of action for 1O-D. It will detail
the specific |Orelated 1O D tasks to be performed and will specify
coordi nating instructions for the control and nanagenent of 1O rel ated
| O D nissions. See Annex x for IO-D Tab format.

Rel ated Information Operation Activities.

Rel ated activities are operations that are neither offensive nor
defensive in nature but must be coordinated with all other 1OQ1W
efforts. Such activities include public affairs (PA) and civil mlitary
operations (CMDJ). PA and CMO are pervasive and continuous. MAGTFs may
find PA and CMO on-going within their operational area as part of an

i nternational, national or CINC engagenment or battl espace shapi ng
initiative. Activities already on-going in the battlespace will affect
MAGTF 1O initiatives.

Public Affairs.

PA consists of those public information, command information, and
conmunity relations activities directed toward both the external and
internal publics with interest in the Departnent of Defense (DOD).
These activities expedite the flow of accurate and tinely infornmation
to internal and external audi ences. As a supporting IO el enent, PA
all ows the MAGIF to informthe eneny about the command’ s intent and
capabilities. As a matter of U S. policy, PA activities will not be
used to provide disinformation to either internal or external

audi ences. See MCWP 3-33.1, Marine Corps Public Affairs.

Cvil Mlitary Operations.

Cvil Mlitary Operations, executed by Cvil Affairs units, are the
activities of a command that establish, maintain, influence, or exploit
rel ati ons between nilitary forces and civil authorities, both

gover nment al and nongovernmental, and the civilian populace in a
friendly, neutral, or hostile area of operations in order to facilitate
mlitary operations and consolidate operational objectives. CMO may

i nclude performance by mlitary forces of activities and functions
normally the responsibility of [ocal government. CMO and PSYOP are
nmutual Iy supportive within civil-mlitary operations. CMO can assist to
support friendly or host nation (HN) civilian welfare, security, and
devel opnental prograns, while PSYOP can publicize the existence or
success of these activities to generate target population confidence in
and positive perception of U S. and HN actions. See MCW 3-33.1, MAGTF
Cvil-Mlitary Operations.




ANNEX X
| NFORVATI ON OPERATI ONS CELL

1. Purpose. This annex provides a description of the 1O Cell and the
responsibilities of its menbers.

2. Description.

The 10 cell is a task-organized group of individuals brought together
within a MAGTF and hi gher headquarters to focus a variety of separate
di sciplines and functions on 10 for the command. A fully functioning IO
cell integrates a broad range of potential 10 actions and rel ated
activities that contribute to acconplishing the m ssion. Ensuring that
IOis an integral part of all operations requires extensive planning
and coordination anmong all the elements of the staff. The 10 cell is

t he mechani sm for achi eving that coordination

During planning, the 10 cell should facilitate the planning efforts
bet ween various staffs, organizations, and parts of the MAGIF staff
responsi ble for planning el enents of 10 During execution, the cel
shoul d be available to assist in coordination, support, or adjustnent
of 10 efforts as necessary. The 10 cell should have the comunications
connectivity, either through the conbat operations center (COC) or
separately, to effectively coordinate changing IO requirements.

The 10 cell is conposed of intelligence personnel, augnentees
supporting 1O activities, and representatives fromstaff elenents and
subj ect matter experts from appropriate warfighting function. The size
and structure of the cell is tailored to neet the mission and the
conmander’s intent. Cells that are too | arge and over-nanned can be as
detrimental to the success of 10 as those that are under-manned.

3. Responsibilities.

a. 10 Cell, as a whole.

(1) Plan the overall 10 effort including preparation of the |IWappendi x
(Appendi x 3 to Annex C, Information Warfare) to the MAGTF OPORD

Coordi nate to ensure synchronization with Annex K (C4), Annex F (Public
Affairs) and Annex G (Civil Affairs).

(2) Devel ops offensive and defensive |1 O concepts.

(3) Recommends IO priorities.

(4) Coordi nates subordinate | O pl ans.

(5) Coordinates the planning and execution of 10 activities between
organi zati ons responsible for each 10 el enent.

(6) Coordi nates nodal analysis and conpiles IOtarget list. Submits IO
targets for inclusion in MAGITF targeting plans.

(7) Ensures OPSEC plan provi des necessary C3 protection and is
coordi nated wi th deception plan and operations.



(8) Ensures other 10 elenents support the deception effort.

(9) Ensures PSYOP themes support, and are supported by, the other 10
el ement s.

(10) Coordinates intelligence support to all 10 el ements.

(11) Coordinates and de-conflicts 10O operations with Speci al
Informati on Operations (SIO and Special Technical Operations (STO).

(12) Recomends additions, deletions, and nodifications to ROE.
b. 10 Oficer.

(1) Responsible to G3 for all MAGTF I QO

(2) Ensures 10 input provided to OPT during planning.

(3) Oversees core personnel within the 10 cell and calls plenary 10
cell neetings that include external support augnentees as appropriate.

(4) Coordinates all IO natters with higher, adjacent, and subordi nate
units.

(5) Requests external support from and coordinates 10 activities wth,
external agencies (i.e. JIOC, JWAC, NSA, DA JCWA, SPACECOM etc).

c. Intelligence (G 2) nenber.

(1) Provides tinely and directed intelligence support to IO
(2) Advises on EOB, eneny TP, eneny commander profiles, etc.
(3) Reconciles restricted targets on RFL.

(4) Provides BDA and effectiveness feedback for 10 activities.
d. &4 (G6) nenber.

(1) Provides infornmation on SIGSEC and COVBEC efforts and recomends
adj ust ment s.

(2) Identifies critical C4 nodes for defensive IO protection.
(3) Provides protected and restricted frequencies to the RFL.

(4) Coordinates and reports on JCVA nonitoring of MAGIF C4
architecture.

e. OPSEC O ficer.
(1) Oversees overall OPSEC efforts.
(2) Devel ops and updates the OPSEC pl an.

(3) Initiates an OPSEC feedback programto nonitor OPSEC effectiveness.



(4) Coordinates all OPSEC activities with external agencies.

f. PYSOP Oficer.

(1) Maintains a thorough know edge of all PSYOP plans and actions.
(2) Provides expert advice on PSYOP matters.

(3) Coordi nates PSYOP pl ans, actions, and support with other 10
el ements, especially OPSEC and decepti on.

g. Deception O ficer.
(1) Heads Deception Cell, if established.

(2) Coordi nates devel opnent and update of deception plan, to include
obt ai ni ng hi gher level authority if required.

(3) Monitors and controls dissenination of deception rel ated
i nfornmati on. Ensures security of material is nmintained.

(4) Coordi nates Deception plans with other 10 el enents.

(5) Coordinates with G2 for feedback on deception success.

(6) Monitors and controls execution of the deception event schedul e.
h. EWOficer.

(1) Oversees the EW Coordi nation Cell (EWCC) under the direction of the
G 3.

(2) Prepares EWpl ans.

(3) Coordinates EWoperations with internal units and external
agenci es.

(4) Coordinates EWoperations with the other 1o el ements.

(5) Establishes and maintains the RFL in concert with the G 6.
i. SIQSTO Oficer.

(1) Plans, coordinates, and de-conflicts SIQ STO activities.

(2) Allows at least two officers within the 10cell (10 Oficer and
SIQ STO O ficer) to have situational awareness over SIQ STO activities.

(3) Conducts liaison with higher SIO STO representatives to facilitate
coordi nation and rel ease and execution authority for SIQ STO

j. Counter-Intelligence (Cl) Oficer.
(1) Assesses defensive |10 posture froma Cl perspective.

(2) Recommends corrective actions.



k. Targeting representative
(1) Provides entry for I1Otargets into the targeting cycle.

(2) Ensures IO targets are given proper consideration in the targeting
process.

(3) Provides 10 Cell recomendations to the restricted target |ist.
. Other representatives.

(1) Attend 10 Cell sessions as invited by 10 Oficer

(2) Provide expert advice and opinions.

(3) Coordinate with parent organi zations in support of MAGIF | QO



ANNEX X
MAGTF | NFORVATI ON WARFARE ASSETS

Cl / HUM NT Conpany.

The CI/HUM NT conpany conducts HUM NT, Cl, and interrogator-translator
operations in support of 10 This support enconpasses the full range of
tactical CI and HUM NT operations, including screening operations,

i nterrogation/debriefing of prisoners of war and persons of 10

i nterest, conduct of CI force protection source operations, conduct of
Cl surveys and investigations, preparation of Cl estimtes and pl ans,
transl ati on of docunents, and linited exploitation of captured
material. In addition to the specialized CI and interrogator-translator
pl at oons, the conpany enpl oys task-organi zed HUM NT expl oitation teans
in direct support of MAGITF subordinate el ements. HUM NT expl oitation
teans conbine Cl specialists and interrogator-translators in one

el ement, thereby providing a unique range of Cl/HUM NT services to the
supported unit. Additionally, a Naval Crimnal |nvestigative Service
agent is nornally assigned to the CI/HUM NT conpany.

Radi o Battalion.

The radi o battalion provides ground-based SI G NT, EW conmuni cati ons
security nonitoring, and special intelligence conmunications capability
to support MAGTF operations. In addition to directing the enpl oynent of
its subordinate elenents, the radio battalion is the focal point for
MAGTF ground-based SI G NT operations, providing SIG NT, EW special

i ntelligence communi cations, COVSEC nonitoring, and conponent

headquart ers depl oyabl e conmuni cati ons. NSA-funded projects have led to
fielding and i nprovenents to the Team Portabl e Communi cati ons
Intelligence System the technical control and analysis center, and the
Mobil e Electronic Warfare Support System Oher initiatives include

i mprovenents to the radio battalions’ radio direction-finding
capability, special intelligence communications, and signal intercept
capability under the Marine Corps/NSA Radio Battalion Mdernization and
Concept Exploration Project.

Civil Affairs.

The Marine Corps CA organizations are linmted to two CAGs that augnent
the capability of the MAGTF. The CAGs, when activated, are capable only
of self-adm nistration and require support fromthe MAGIF conmand

el ement’s support unit in such areas as supply, health services, ness,
and transportation. A CAG is capable of mninmmessential civil-
mlitary functions necessary to support the assigned mnissions of the
MAGTF and are usually, entirely civil-mlitary operational in nature.
CA activities will normally include civic action, public health,

di saster relief, and humanitarian-assi stance prograns. They can be
tailored to stability operations to prombte HN sel f-sustaining
capabilities and to limted objective operations against specific
targets. The force service support groups can al so provide CA trained
personnel to MAGTF conmand el ements to assist in the planning and
conduct of CA activities.



Psychol ogi cal Operations.

The Marine Corps has no dedicated PSYOP units. However, a MAGIF has a
l[imted capability to execute observable actions to convey sel ected
i mpressions to support PSYOP objectives.

Mari ne Tactical Electronic Warfare Squadron.

The m ssion of the VMAQ squadrons is to conduct airborne EWin support
of MAGTF and joint operations. VMAQ are structured into four active
force squadrons (VMAQ 1, 2, 3, 4) with at least five aircraft each.
This structure provides the flexibility necessary for continuing to
support peacetinme requirenments, as well as the capacity to concurrently
assign Marine EA-6B forces to comanders in different areas of
operation.

The Tactical Electronic Reconnai ssance Processing and Eval uati on System
(TERPES) AN/ TSQ 90D (V) systemis required by EA-6B aircraft to provide
EW anal ysis and reporting. TERPES has the capability to process digital
el ectronic warfare support neasure (ESM data collected and el ectronic
count erneasures data recorded by the EA-6B aircraft. It devel ops,

mai ntai ns and distributes a tactical electronic order of battle via
data link or secure voice interfaces with AN MSC-63A Tacti cal

Conmmuni cations Central, Tactical Aircraft M ssion Planning System
Tactical Data Infornmation Exchange Service, and the TADIL A (Link 11)
or TADIL B (Link 11B) networks. The processed ESM data results in
electronic intelligence that is used to determ ne the extent of the
eneny threat and to provide el ectronic reconnai ssance reports to
tactical commanders for further planning.



Annex X: External 10 Organizations

Organization

USSPACECOM

Joint Information
Operations Center
(JOC)

4th Psychological
Operations Group
(POG)

National Air
Intelligence Center
(NAIC)

Joint Warfare
Analysis Center
(JWACQC)

L ocation

Peterson AFB, Colorado

Kelly AFB, TX

Fort Bragg, NC

Wright-Patterson AFB, Ohio

Dahlgren, VA

Description

DoD lead for Computer Network
Defense (CND) and Computer
Network Attack (CNA)
activities.

Provides comprehensive
Information Operations support
to the Joint Force Commander
and facilitates the integration of
1O into military operations.
Supports planing, coordination,
and execution of DoD 10
worldwide.

The 4th POG (Airborne) isthe
only active Army PSY OPs unit.

Primary DoD producer of
foreign aerospace intelligence.
Assesses foreign capabilities,
develops targeting and mission
planning intelligence materials,
and evaluates evolving
technologies of potential
adversaries.

Primarily responsible for the
integration and analysis of
scientific and technical data
related to warfare planning
against infrastructure networks
of selected countries of interest.
Supports military operations and
recommendations for deliberate
and crisis planning. Products
include high-leverage targeting
options directed at enemy
infrastructure (electric power,
petroleum, oils and lubricants,
lines of communications and
telecommunications). Also
tasked with evaluating weapon's
capabilities against critical
components of selected targets,
assess the effects attacks on
infrastructure networks have on
the abilities of an enemy's
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Information
Operations
Technology Center
(10TC)

Fort Meade, MD

Joint COMSEC
Monitoring Agency Fort Meade, MD
(JCMA)

Fleet Information
Warfare Center
(FIWC)

Little Creek Amphibious Base, Norfolk,
VA

Information Warfare
Support Cell Fort Meade, MD
(IWSC/P42)

fielded forces to conduct
offensive or defensive
operations; provide input from
thisanalysisto intelligence
organizations and provide battle
damage assessment indications
for network and critical node

failure analysis through the JCS.
A joint DoD/Intelligence

Community Center of
Excellence tasked with
developing and maintaining a
computer/network

technol ogy-based tool box of
techniques and applications for

the warfighter.
The JCMA isafield operating

agency of the Joint Chiefs of
Staff. It was created in 1993 by a
Memorandum of Agreement
between the Service Operations
Deputies and Directors of the
Joint Staff and NSA. The JCMA
is charged with conducting
"COM SEC monitoring
(collection, analysis, and
reporting) of DOD
telecommunications and
automated information systems
(A1S) and monitoring of related

noncommunications signals
Established as the Fleet CINC's

authority for developing
IW/C2W related tactics,
procedures and training, and for
identifying requirements for
IW/C2W RDT&E, acquisition,
training and fleet staff
augmentation. Also maintains a
Navy Computer Incident

Response Team.
Provides information support,

targeting, analysis, assessments,
and intelligence gain/loss
assessments. Also serves asthe
Specia Technology office for
NSA.
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Land Information
Warfare Activity Fort Belvoir, VA
(LIWA).

Defense Information
Systems Agency Washington, DC
(DISA)

Information Systems
Security Office Fort Meade, MD
(1SSO).

National Security

Agency (NSA) Fort Meade, MD

Provide IW operational support
to land component and separate
Army commands; and to
facilitate planning and execution
of Information Operations.
Coordinates, arranges and
synchronizes IW intelligence
and counterintelligence support
to land component commands,
and deploys field support teams
to assist and support land
component commandersin C2

matters.
DoD agency responsible for

information technology and
central management of major
portions of the Defense
Information Infrastrucute (DII).
Mission: to plan, engineer,
develop, test, manage programs,
acquire, implement, operate and
maintain Information Systems
for C4l and mission support
under al conditions of peace and
war. Has defensive |O
responsibilities.

Provides Information Protection
products and services for DoD
and other government
information systems. Provides
technical vulnerabilities and

threat assessments when tasked.
The National Security Agency

(NSA)/Centraol Security Service
(CSS) isresponsible for the
centralized coordination,
direction, and performance of
highly specialized technical
functions in support of U.S.
Government activities to protect
U.S. communications and
produce foreign intelligence
information.
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Naval Information
Warfare Activity
(NIWA).

Joint Spectrum
Center (JSC)

Joint
Communications
Support Element
(JCSE)

Washington, DC

Severn River Naval Complex, Annapoalis,
MD

MacDill AFB, Florida

The Navy's principal technical
agent and interface to service
and national level agencies
engaged in IW technologies.
Also acts as primary technical
interface with FIWC (Fleet
Information Warfare Center) for
the transition of W special
technical capabilitiesfor naval
and Navy-supported joint
operations. Conducts technical
threat analysis and
vulnerabilities assessment to
develop requirements for
evaluating new information
technologies, competitive
architectures, and advanced
concepts for offensive and

defensive IW systems.
A DISA Field Activity and DoD

center of excellence for

el ectromagnetic spectrum
management matters supporting
the Joint Staff (J-6). Assistsin
managing Joint Restricted
frequency List and resolving
interference and jamming

incidents.
A deployable tactical

communications unit under the
operational control of the Joint
Staff. Provides Chairman, Joint
Chiefs of Staff (CJCS)-directed
contingency and crisis
communications to meet
operationa and support needs of
the Joint Chiefs of Staff (JCS),
Services, Unified Commands,
Defense Agencies, and
non-Defense agencies.
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ANNEX X
| O PLANNI NG CHECKLI ST

PLAN AND | NTEGRATE | NFORVATI ON OPERATI ONS

Purpose: 10 plans integrate aspects of Operations Security (OPSEC), nilitary
deception, Psychol ogical Operations (PSYOP), Electronic Warfare (EW, destruction,
Conput er Network Operations (CNO, and Defensive 10 to deny eneny information it
needs to make operational decisions, influence operational decisions the eneny
makes, and degrade or destroy an eneny’'s Comand, Control, Comunications,
Conputers, and Intelligence (C41) systens. |10 plans al so protect friendly Comand
and Control (C2) systens and processes. Planning and integration is normally
conducted by an 10 cell, consisting of representatives from planning cells for
each of the 10 elenents; OPSEC, military deception, EW PSYOP, destruction
(targeting), CNO Defensive IO In addition, representatives fromthe G 6, Public
Affairs Ofice, Cvil Affairs, or fromspecial planning cells nmay be present.

STEPS

1. Conduct 10O mi ssion anal ysis.

a. Determ ne known facts related to |1 QO
(1) Define area of interest.
(2) Review intelligence estinates.
(3) Identify intelligence shortfalls.
Determ ne eneny 10 centers of gravity.
Devel op assunptions related to IO
Anal yze hi gher m ssion and MAGTF mi ssion for 1O inplications.
Determne 1O operations |imtations.
(1) Things |10 nust do.
(2) Things |10 cannot do.
Identify/determne 10 tasks. Specified, inplied, essential.
g. Analyze requirenment for 10 in MAGTF operations.
(1) Establish offensive | O goals.
(2) Establish defensive IO goals.
h. Conduct resource analysis to determ ne of sufficient assets are available to
acconpl i sh tasks.
i. Conduct initial 10 risk assessnment.
j. Determine IO endstate.
k. Draft the 1O nmission statenent.

®Pooo

—h

2. Receive MAGIF Commanders pl anni ng gui dance.

3. Develop initial 10O staff estimte. The purpose of the staff estinmate is to
det ermi ne whether the m ssion can be acconpli shed and which COA can best be
support ed.

a. Incorporate M ssion Analysis results.

b. Identify IO Subject Matter Experts (SME).
c. ldentify resource shortfalls.

d. ldentify external support requirenents.

4. Develop 10O options to support MAGIF COA devel opnent.

a. |CWG 2, conduct nodal analysis for offensive IO
(1) Identify enemy C2 systens.
(2) ldentify enenmy centers of gravity.
(3) Conduct nodal analysis of eneny systens.
(a) ldentify critical nodes.
(b) Identify vul nerabl e nodes.

b. Conduct analysis of friendly C2 for defensive IO



(1) Awareness of vulnerabilities and identification of appropriate
def ensi ve neasures.
(2) Analyze eneny offensive |0 capability:
(a) Eneny intelligence systens.
(b) Eneny HQ staff facilities.
(c) Eneny conponent units, equipnent, facilities that would
enpl oy I Wagainst friendly C2.
(3) ICWG 6, conduct nodal analysis for friendly systens.
(a) ldentify critical nodes.
(b) Identify vul nerabl e nodes.
(4) ldentify friendly centers of gravity.

c. Develop a consolidated list of critical and vul nerabl e nodes.
(1) Eneny nodes for offensive IO planning.
(2) Friendly nodes for defensive IO planning.

d. Prioritize the consolidated list of critical and vul nerabl e nodes.
(1) Reflect eneny/friendly centers of gravity.
(2) Determine desired effect on each node. Deny, disrupt, degrade,
i nfl uence.

e. Develop | O COAs.
(1) lIdentify options for acconplishnment of offensive | O goals.
(2) lIdentify options for acconplishnment of defensive | O goals.
(3) ICWG 3/ Operational Planning Team (OPT), integrate | O COAs.
(4) Begin devel opment of | O synchronization matri x.

5. Participate in COA analysis. Participate in COA analysis. Be prepared to contribute to
the process of warganming by nentally ‘fighting the battle’ in time and space. The
process nmay use the structure of action-reaction-counteraction sequences for critical
events. Analyze | O concepts, wargane within the context of other 10 COAs and t he overall
MAGTF schenme of maneuver. Determi ne:

If nore specific forces are required.

If nore specific assets/resources are required.

Branches and sequels to | O operations.

Uni nt ended effects.

Assess | O ri sks.
Provide input to Time-Phased Force and Depl oynent Data (TPFDD) devel opnent.
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6. Participate in |1 O COA conparison.

a. Participate in determning the criteria for conparing COAs. Criteria for 10O
operations should cone from
(1) Commander’s i ntent/gui dance.
(2) Factors of METT-T (mssion, eneny, terrain, troops, tine).

b. Ensure recommendati ons for | O have been coordi nated with operational
maneuver.

7. Devel op/ coordinate the |10 plan.
a. Plan OPSEC in support of 10O
(1) Plan OPSEC for offensive IO
(a) Plan OPSEC agai nst eneny operational |evel conmander(s).
(b) Plan OPSEC agai nst eneny control systens.

(2) Plan OPSEC for defensive IO

(a) Plan offensive OPSEC. Attack enemy intelligence collection systens using
destruction or Electronic Attack (EA) neans.

(b) Plan defensive OPSEC. Hide friendly critical information fromeneny view
using effective Electronic Protection (EP), cover, canoufl age,
conceal nent, decoys, cover stories, media control, etc.



b. Plan PSYOP in support of 10O
(1) ICWG 2, conduct PSYOP target analysis.

(2) PSYOP in support of IO

Support deception operations.

Reduce eneny noral e.

Encour age surrender.

Count er eneny propaganda.

Exploit ethnic and cultural differences.

Amplify effects of nilitary operations.

Gve alternatives to continued conflict.

Support US national policy in area of operations.
Reduce col |l ateral damage in area of operations
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(3) Devel op PSYOP

1. njectives.

2. Actions.

3. Targets.

4. Thenes to stress and avoid.
5. Actors and pl ayers.

6

Desired end state.

(4) Plan PSYOP for offensive IO
(a) Plan PSYOP agai nst enemy operational |evel conmander(s).
(b) Plan PSYOP agai nst eneny control systens.
(c) Exanples

Attack eneny legitanacy and credibility.

Gai n and sustain support to US position

I nfluence loyalty of hostile forces.

Det er adversary powers and groups.

Pronote cessation of hostilities.

Under i ne confi dence.
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(5) Plan PSYOP for defensive IO
(a) Influence eneny intelligence collection
(b) Discourage/influence eneny use of IO
(c) Exanples
Gain and maintain initiative.
Counter hostil e propaganda.
Decrease i npact of adversary operations.
I nfl uence/ di scourage adversary operations.
Support nmi ntenance of US/Allied coalitions.
Ret al i ati on war ni ngs.
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c. Plan mlitary deception in support of 10O
(1) I's the deception? Credible, verifiable, consistent, and sinple.
(2) Mlitary deception, in support of offensive |IQO

) Achi eve surprise.

) Preserve friendly forces, equipnment, and installations fromdestruction
) Mninmze a physical advantage the eneny may have.

) Gain tine.

(e) Cause comuander to enploy eneny forces in ways advantageous to
friendly forces.

(f) Cause eneny conmander to reveal strengths, dispositions, future
i ntentions.

(g) Influence enenmy intelligence collection and anal ysis systens.
(h) Condition enenmy to friendly patterns of behavior that can be
expl oi t ed.

(i) Cause eneny to waste conbat power with inappropriate or

del ayed actions.
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(3) Mlitary deception in support of defensive IO
(a) Conceal l|ocation/conposition of friendly C2 nodes.

(b) Use military deception in support of OPSEC to help
neutralize enenmy Reconnai ssance, Surveillance, and Target
Acqui sition (RSTA) efforts and feed eneny incorrect conbat
i nformation.

(4) Do not portray conflicting mlitary deception stories for offensive
and defensive 10

(5) I's the deception integrated with PSYOP and OPSEC?
(6) Plan to nmonitor feedback channels to observe eneny reactions.
d. Plan EWin support of 10
(1) Plan Electronic Warfare Support (ES) in support of EW

(a) Plan ES for offensive IO
1. Devel op conbat infornation for i mediate targeting of eneny emtters.
2. Develop conbat information for rapid feedback of effectiveness of
friendly offensive 10 Develop conbat information for further analysis as
S| G NT.

(b) Plan ES for defensive IO
1. Devel op conbat infornmation for i mediate targeting of enemy ofensive IO
capabilities.
2. Use ES to support Indications and Warning (I1&W of eneny attack and
t hreat avoi dance.

(2) Plan Electronic Attack (EA) in support of IQ

(a) Plan tactical janmi ng operations to cumul atively degrade eneny RSTA
capability and C2.

(b) Plan el ectromagnetic deception in support of military deception
operations to influence eneny RSTA efforts.

(c) Plan EA, using Anti-Radiation Minitions (ARM to degrade, neutralize or
destroy eneny personnel or equipnent.
1. Establish/recomend high priority targets for use of
destructive EA neans.
2. Integrate ARMs with janmi ng, stealth, Precision Guided Minitions
(PG, and Direct Action (DA) mssions, to counter eneny radar
def enses.
3. Target eneny C2 nodes as a target set and in-depth.

(3) Plan Electronic Protection (EP) in support of IO

(a) Plan EP for offensive IO
1. Use ES for targeting eneny offensive | O capability.
2. Use COVBEC, TRANSEC and Signals Security (SIGSEC) to deny eneny
i nformation.

(b) Plan EP for C2-protect.
1. Coordinate with the G 6/ Frequency Manager for devel opnment of
the Restricted Frequency List (RFL).
2. Plan for EW Re-programi ng.

e. Plan destruction operations in support of IO

(1) Develop IOrelated Hi gh Value Target List (HVTL). Based on C41
nodal anal ysi s.



(2) Plan destruction operations for offensive IO

(a) Plan destruction agai nst eneny conmand.

1. Target eneny commanders, staff, communications and
intelligence production facilities, consistent with m ssion
obj ecti ves.

2. Destruction is tined for when eneny npbst needs assets in
deci si on cycle.

(b) Plan destruction agai nst eneny control.
1. Target control nodes to degrade dissenination of infornation.
2. Target C2 nodes collectively as target sets.
3. Target C2 in depth.

(c) Plan to nonitor destroyed/ degraded C2 for evidence of
reconstitution.

(3) Plan destruction operations for defensive IO
(a) Integrate destruction with other 10 el enents.
(b) Destroy eneny offensive IO capability.
(c) Destroy eneny intelligence collection capability.

f. Plan Conputer Network Operations (CNO in support of 10O

(1) Plan CNO in support of offensive IO
(a) Plan CNA agai nst sel ected eneny networks; target C2, intelligence,
| ogi stics as required achi eve m ssion objectives.
(b) ICWG 2, devel op feedback mechani sm for CNA operations.

(2) Plan CNO in support of defensive | O and Conputer Network Defense (CND).
(a) Plan CNA agai nst eneny offensive 10 capabilities to preclude
attacks on friendly informati on and C41.
(b) ICWG 2, devel op feedback mechani smfor active defense operations.

g. Plan Defensive 10 is support of IO

(1) ICW G 6, conduct nodal analysis of friendly C2.
(a) ldentify critical nodes.
(b) Identify vul nerabl e nodes.

(2) ICWG 2, conduct analysis of threat.

(3) Plan for:

(a) Conputer Security (COVPUSEC) .

(b) Information Security (1 NFOSEC).
1. Signal Security (SIGSEC).
2. Transm ssion Security (TRANSEC).
3. Conmuni cation Security (COVSEC).
4. Physical Security.

(c) Operations Security (OPSEC).

(4) ICWG 3/6 develop and coordinate Informati on Condition (I NFOCON) |evels.

h. Devel op feedback nechanisns for conmand and control warfare
ef fecti veness.

(1) ICWG 2/3/6, determine criteria for neasures of effectiveness.
(2) Incorporate feedback into continuous planning cycle to nodify or
continue MAGTF 1O efforts, as required.
i. Consolidate all 10 plans into an | O synchroni zation matri X.

8. Provide input/develop 10 input into plan/order. Because 10is nulti-disciplined, it
is found in various portions of the MAGTF Operations Order. See bel ow.
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ANNEX X
| NFORVATI ON OPERATI ON PLANNI NG TOOLS

I nformati on Qperations Synchroni zati on Matri x.

The 10 synchronization matrix is conmonly used during COA analysis to
portray the time-phased aspects of the 10 activities. The grid matrix
shown bel ow generally presents nore detail than the follow ng graphic
mat ri x.

1 O Synchroni zation Matrix

Ti me

Phase

OPSEC

PSYCP

EwW

Physi cal
Dest ruct
Decepti on

Civil

Affairs

Public
Affairs




I nformati on Qperations Planni ng Wrksheet .

Duri ng COA devel opnent, 10O planners can use a planning worksheet to
develop 10 tasks for each COA. One worksheet is conmpleted for each 10
obj ective; the cunul ative worksheets are an outline for IO support for
that COA. The 10O Pl anni ng Wrksheet helps tie together the staff
products generated during scheme of naneuver devel opment. They al so
focus task devel opnent in both of fensive and defensive IO functions.

O Planning Worksheet

Concept:
COA:
Objective:

Maneuver Endstate Offensive 10 Defensive |O
Targets Assets

Destruction Tasks

EW Tasks 10 IRs

PSYOP Tasks

OPSEC Tasks Coordination and Instructions

Deception Tasks

Civil Affairs Tasks

Public Affairs Tasks

Other Tasks




I nformati on Cperation Execution Matrix.

The 10 execution matrix converts the generalities of the
synchroni zation matrix into specific taskings and requests to IO
capable units. It is used during planning and execution
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